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Summary

This research provides evidence that standards based Clinical Decision Support (CDS)
at the point of care is an essential ingredient of electronic healthcare service delivery. A
Service Oriented Architecture (SOA) based solution is explored, that serves as a task
management system to coordinate complex distributed and disparate IT systems,

processes and resources (human and computer) to provide standards based CDS.

This research offers a solution to the challenges in implementing computerised CDS such
as integration with heterogeneous legacy systems. Reuse of components and services to
reduce costs and save time. The benefits of a sharable CDS service that can be reused by
different healthcare practitioners to provide collaborative patient care is demonstrated.
This solution provides orchestration among different services by extracting data from
sources like patient databases, clinical knowledge bases and evidence-based clinical
guidelines (CGs) in order to facilitate multiple CDS requests coming from different
healthcare settings. This architecture aims to aid users at different levels of Healthcare
Delivery Organizations (HCOs) to maintain a CDS repository, along with monitoring and

managing services, thus enabling transparency.

The research employs the Design Science research methodology (DSRM) combined with
The Open Group Architecture Framework (TOGAF), an open source group initiative for
Enterprise Architecture Framework (EAF). DSRM'’s iterative capability addresses the
rapidly evolving nature of workflows in healthcare. This SOA based solution uses
standards-based open source technologies and platforms, the latest healthcare standards
by HL7 and OMG, Decision Support Service (DSS) and Retrieve, Update Locate Service
(RLUS) standard. Combining business process management (BPM) technologies,
business rules with SOA ensures the HCO’s capability to manage its processes. This
architectural solution is evaluated by successfully implementing evidence based CGs at
the point of care in areas such as; a) Diagnostics (Chronic Obstructive Disease), b) Urgent
Referral (Lung Cancer), ¢) Genome testing and integration with CDS in screening
(Lynch’s syndrome). In addition to medical care, the CDS solution can benefit
organizational processes for collaborative care delivery by connecting patients,
physicians and other associated members. This framework facilitates integration of
different types of CDS ideal for the different healthcare processes, enabling sharable CDS

capabilities within and across organizations.
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Acronyms

ArchiMate — ArchiMate is an independent modelling standard for describing Enterprise
Architectures. It was developed by The Open Group. ArchiMate focuses on the overview
and coherence instead of the specificity and detail, as do other modelling languages such
as UML (Unified Modelling Language) and BPMN.

BPM - Business Process Management is a well-established discipline that “combines
knowledge from information technology and knowledge from management sciences and
applies this to operational business process”.

BPMN - Business Process Model and Notation is a graph-oriented language that can be
used for conceptual modelling and to execute processes.

BR - It stands for Business Rule. A BR can be described as a “statement that defines or
constrains some aspect of the business. It is intended to assert business structure or to
control or influence the behaviour of the business. The business rules that concern the
project is atomic — that is, they cannot be broken down further”.

BRMS - Business Rules Management System is a computer systems used to manage
Business Rules.

C-CDA - Consolidated Clinical Document Architecture is an XML-based specification
used to transmit patient-specific medical data.

CDS — Clinical Decision Support provides clinicians, patients, or other individuals with
knowledge and person-specific information, intelligently filtered or presented at
appropriate times, to enhance health and health care.

CDS Orchestrator — This is the term used for the implementation and evaluation of the
various components of the architecture solution presented in this thesis. Itis a name given
for the collection of tools, methodologies and technologies that together enable an SOA
based standards compliant CDS at the point of care.

CDSS — Clinical Decision Support System is an information system that provides CDS.

CPOE — Computerised Physician Order Entry System is a computer system that allows
physicians to make prescription entries such as medication and diagnostics.

DSS — It refers to the Clinical Decision Support Service Standard developed by the Health
Services Specification Program which is collaboration between HL7 and OMG.

DSS — It stands for Decision Support Service. Itis a Web service specification developed
by HSSP. It can receive patient data and return patient-specific assessments and
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recommendations. It supports payloads based on standards such as the Consolidated
Clinical Document Architecture (C-CDA) or vMR.

EA — Enterprise Architecture is the organization for business process and IT capabilities
reflecting the integration and standardization requirements of the firm's operation model.

EHR - Electronic Health Record is a term used to refer to the information system that
manages electronic medical records.

ESB — Enterprise Service Bus is a message backbone that supports several message
patterns such as Event-driven messaging, intermediate routing, asynchronous queuing,
protocol bridging, data model transformation and data format transformation.

HCO — Health Care Organization is an organization that provides health care services.

HHS - It stands for the Office of the Secretary for the U.S. Department of Health and
Human Services.

HIE — Health Information Exchange refers to the electronic sharing of information across
health care organizations.

HIT — Health Information Technology is the application of information processing
involving both computer hardware and software that deals with the storage, retrieval and
use of health care information, data and knowledge for communication and decision
making.

HL7 — Health Level Seven is an international authority on standards for interoperability
of health information technology.

HSSP — Health Services Specification Program is a joint effort between Health Level 7
(HL7) and the Object Management Group (OMG) that focuses on service specification
standards based on SOA principles.

ICT — Information and Communication Technology is a term used to refer the use of
computers and other technologies for data processing.

Infobuttons — Infobuttons can be described as context-aware links to online knowledge
resources that are embedded into clinical systems.

IOM - The Institute of Medicine is an independent, non-profit organization that provides
advice to the government and the public on health and health care.

LIS — Laboratory Information System is an information system that manages laboratory
data.

NICE — National Institute for Health and Care Excellence is an organization that provides
national guidance and advice to improve health care in the United Kingdom.
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OASIS - Advancing Open Standards for the Information Society is a non-profit
consortium that drives the development, convergence and adoption of open standards.

OMG - Object Management Group is an international authority on computer standards
for a wide range of industries.

ONC - It stands for the Office of the National Coordinator for Health Technology. ONC
is part of the Office of the Secretary for the U.S. Department of Health and Human
Services (HHS).

PACS - Picture Archiving and Communication System is an information system that
deals with transition, storage, processing and display of medical images.

RIS — Radiology Information System manages information generated in the Radiology
department.

RLUS - It stands for Retrieve, Locate, and Update Service. It is a Web services
specification developed by HSSP. RLUS defines a set of interfaces that allows locating,
accessing and updating health data from healthcare organizations.

SCA — Service Component Architecture is a set of OASIS standards specifically design
to support the development of service oriented applications.

SDO - Standard Development Organization is term used to refer to the organizations
specialised on the development of standards.

SOA — Service Oriented Architecture is a computing paradigm for organizing and
consuming distributed functionalities.

SOAP — Simple Object Access Protocol is an XML-based specification for the exchange
of information between applications.

TOGAF — It stands for The Open Group Architecture Framework. TOGAF is a standard
developed by The Open Group. It defines a methodology for developing an Enterprise
Architecture.

vMR - It stands for Virtual Medical Record. Itis a specification designed for transferring
data between CDS systems. It includes a set of clinical data elements required to
implement CDS and defined inputs and outputs between CDS systems and healthcare
information systems.

WSDL — Web Services Description Language is an XML-based interface description
language used to declare Web services.

XML - eXtensible Markup Language is a standard that defines a set of rules for
structuring documents.



Chapter 1

Introduction



1.1.  Background

Health care relies heavily on the collection and synthesis of information. However, there
is an increasing concern whether there is efficient use of information to improve quality
of care [1]. The wide range of clinical knowledge, the continuous advances in Medical
Science and the demanding nature of the clinical environment makes it extremely difficult
for clinicians to stay up to date with the latest research and development in their respective
fields. The past few years have given rise to various solutions that address the problem
of managing health information. These solutions primarily involve the use of information
and communication technology (ICT) and are commonly termed as Health Information
Technology (HIT). An increasing number of governments around the world have adopted
programs to promote the use of HIT on a national level. HIT includes technology based
solutions for managing the entire healthcare enterprise starting from patient
administration to complex medical imaging systems. Among these HIT innovations, a
significant number of new technologies are related with Clinical Decision Support (CDS).
“CDS provides clinicians, patients, or other individuals with knowledge and person-
specific information, intelligently filtered or presented at appropriate times, to enhance
health and health care” [2]. Studies have shown that CDS can support clinical decision
making, improve patient outcomes, reduce unnecessary mistakes and expenses, and
increase efficiency [3]. Despite the demonstrated benefits that CDS can provide to Health
Care Organizations (HCO), there are many barriers that prevent the adoption of CDS at
scale. A major challenge is the integration of CDS interventions with the overall IT
implementation for an HCO. This necessitates research into the design and architecture
of the HIT implementation. There has been an increasing trend in adopting a Service
Oriented Architecture (SOA) approach for implementing enterprise wide IT systems in
industries like manufacturing and banking. Healthcare IT implementation requires an
architecture that is able to share and exchange complex medical and non-medical
information across multiple distributed environments. Hence the use of SOA for HIT is
being adopted by various vendors providing technological support for healthcare service
delivery. This thesis builds on the concepts of integration of healthcare enterprise IT
systems. The main focus of this thesis is to present an SOA-based integration solution

for the CDS implementation. The architecture is capable of supporting various features



of the CDS infrastructure in a HIT and is implemented and evaluated against various case

studies.

1.2. Overview of Research

This dissertation focuses on HIT, specifically the use of technology to manage clinical
and non-clinical tasks for collection, extraction and presentation of patient information
for Clinical Decision Support (CDS). The background study identifies various methods
of defining and developing, a standard-based solution to enable a service-oriented
approach to clinical decision support from the software architecture point of view. CDS
systems operate in an environment that involves participation of multiple actors, like
government regulations, healthcare professionals, hospitals, insurance companies, drug
manufacturers etc. In order to address the complexity that arises due to the involvement
of multiple actors (human and software), the research project considered the following as

vital factors for the successful implementation of CDS.

1. Interoperability:
a. Support different communication protocols.
b. Data and message transformation and enrichment.
c. Support different Health Information Exchange (HIE) standards.
2. Manageability:
a. Allow healthcare professionals to readily design and define the
orchestration logic
3. Scalability:

a. Allow addition of new functionalities with minimal effort

1.3. Research Gap

The research gaps are identified by conducting a Systematic Review of current trends in
Service Oriented Architecture for Clinical Decision Support. The results of this survey is
presented in Chapter 2 and Chapter 3 There is a need for an approach to orchestrate
clinical tasks that result from different distributed healthcare systems and human actors
in order to enable a service-oriented approach to clinical decision support. The

orchestration logic should be defined using a notation readily understood by both



developers and healthcare professionals. The resulting system should be system- agnostic

and support healthcare standards.

“CDS Orchestrator” is the name given to a collection of tools, methodologies and
technologies that together enable an SOA based standards compliant CDS at the point of
care. This research focuses on the implementation and evaluation of the architecture

required for a CDS Orchestrator.

1.4, The Aim of the Research

The aim of the research is to define and validate an architectural approach for a task
management service to enable a service-oriented approach to clinical decision support.
The approach should be able to adapt to different healthcare settings (e.g., primary care,

secondary care, and tertiary care).
The following assumptions and constraints were considered during this research:
Assumptions:

1. There are several healthcare systems that do not interact with each other because
of the lack of interoperability in the targeted healthcare organization.

2. Secure and reliable broadband internet service is available.
Constraints:

1. Patient information is spread among different systems within an organization or
even in different organizations.

2. Physicians may work in different healthcare organizations

3. Although there are similarities between organizations, each organization is unique

because of the services that it provides and the resources available.

1.5.  Research objectives

The objectives of this research are listed below:

1. Identify current trends and challenges in Architecture approaches for Clinical

Decision Support. This objective is achieved by conducting a Systematic review



of Service Oriented Architecture for Clinical Decision Support. (Chapter 2 and
Chapter 3)

Enable an SOA based architecture framework that leverages WGS information to
facilitate the implementation of personalized medicine and therefore improve
health care. (Chapter 4)

Implement an SOA-based environment using CDS services built upon modelled
clinical guidelines combining the business process language BPMN and business
rules. (Chapter 5)

Develop a human task management architecture component that allows the

coordination of tasks specified in workflows. (Chapter 6)

1.6.  Scope of Research

Based on the identified challenges of existing approaches for integration of CDS, the

scope of this research covers the HIT aspects relevant to the architecture of a task

management service to enable a service-oriented approach to CDS. A systematic

architecture was developed and implemented as a result of the knowledge acquired during

the research. The research concerns include data integration, application integration, and

technology infrastructure.

1.7.  Research Questions and Strategy

Based on the problem statement described in section 1.3 the following research questions

(RQ) were established:

RQI1: How can an architecture solution that enables a service-oriented approach
to clinical decision support that provides interoperability and information
accessibility across healthcare systems can be developed?

RQ2: What would be an effective architecture approach that allows the integration
of architecture solution into the healthcare workflow for both clinical and non-
clinical scenarios?

RQ3: How can the architecture solution provide interoperability between different

healthcare systems?



e RQ4: How can an architecture solution that enables a service-oriented approach
for clinical decision support improve the quality of care?
e RQS5: How can current healthcare standards be integrated with the SOA based

architecture solution?
Based on these research questions, the following proposition had been defined:

Strategy: A systematic architecture approach should be developed which enables a
service-oriented approach by orchestrating clinical tasks required to collect patient
information necessary to provide clinical decision support. The developed systematic
architecture should guide the development of an integrated solution that addresses the

issues of interoperability, manageability, and scalability.

1.8.  Research Methodology

This thesis adopts a Design Science Research Methodology (DSRM) [4] and also
incorporates some of the best practices identified for the information systems
development industry. The main objective of the mixed research methodology is to
provide answers to the research questions through the development of an architectural

model and prototype implementation.
Software Configuration management

Software Configuration Management (SCM) is a well-established discipline that controls
the evolution of systems and covers a wide range of aspects of the software development
cycle [5]. Some of the basic aspects of SCM are software version management and build
automation. In this research study, the open source tools Git (http://git-scm.com/) and
Maven (http://maven.apache.org/) were used to support the development of the proposed
solution. Git is a distributed version control system that focuses on speed, performance,
flexibility and usability. Maven is a build automation tool that is widely used among

developers and project managers.

1.9. Achievements

The research provides contributions to the issues of clinical task management for CDS in

the context of service oriented architecture. The research contributions are listed below:



1. An extensive review of the theory and current implementations was performed
resulting in requirements for a SOA based CDS integration solution. (Chapter 2,3).

2. A conceptual solution was established following a systematic architectural
approach. The conceptual solution allows the orchestration of clinical tasks
required to provide CDS. (Chapter 4)

3. A functional prototype was implemented and tested against different healthcare
scenarios. The prototype supports different healthcare standards such as HL7
DSS and HL7 RLUS. (Chapter 4, 5, 6)

4. Development of a plugin for the Open Source Electronic Health Record (EHR)
system Tolven, that allows the integration of the clinical decision support service
OpenCDS. (Chapter 4, 5, 6)

5. Leveraging the best practices of SOA, an architecture solution for integration of
various components facilitating point of care decision support was developed.
(Chapter 4, 5, 6)

6. The architectural approach and prototype addresses interoperability issues by
supporting several communication protocols and healthcare standards. The logic
of the management of clinical tasks is exposed in a notation that is readily

understood by healthcare professionals. (Chapter 4, 5, 6)

1.10. Thesis structure

The dissertation is composed of the following chapters. The chapters correspond to the

DSRM steps as shown in figure. 1
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Figure 1: Overview of the research process based on the design science methodology

Chapter 2 Service Oriented Architecture for Clinical Decision Support: A Systematic

Review

This chapter presents a Systematic Review that focus on identifying service oriented
approaches adopted by researchers and developers during the implementation of Clinical
Decision Support Systems. This Systematic review was result of collaboration between

the University of Utah, USA and the University of Sussex.

Chapter 3 Evolution of Clinical Decision Support Systems: Health Information
Technology, Standards and Implementation Approaches.



This chapter briefly describes the benefits of adopting HIT. It summaries the challenges
and successful implementation strategies for HIT reported by the literature. It describes
the concept of CDS and the benefits that it brings to Health Care Organizations (HCOs).
Different implementation approaches of CDS are presented. The barriers that prevent the
implementation of CDS at scale are described. Some of the most important Healthcare

standards related to CDS are also presented.

The notion of Enterprise Architecture (EA) is introduced and how it is used to develop a
complex systems solution is also discussed. The architectural style, Service Oriented
Architecture (SOA) is defined and a review of technologies around SOA is also presented.
These technologies include: Service Component Architecture (SCA), Business Process
Management (BPM), Business Rules (BR) and Human Interaction Workflows. Finally
the gaps identified in the literature concerned with the implementation of CDS are

presented in the final section of this chapter.
Chapter 4 Whole Genome Sequence Guided Clinical Decision Support

This chapter discusses the use of Whole Genome Sequence (WGS) information to provide
CDS at the point of care. Because of the rapid advances in genetics, there is a growing
interest in using genetic information in clinical settings. However, due to the complexity
of genomic information and the continuous changes in the interpretation of such
information, there are several aspects (e.g. interpretation of Genetics database, integration
with EHRs etc.), that must be considered when developing CDS based on WGS
information. This chapter describes the design, implementation and evaluation of a
WGS-guided CDS, which is integrated into the clinical workflow and realized by
displaying alerts at the user interface of an Electronic Health Record (EHR) system. The
prototype implementation is described through a clinical scenario of a hypothetical

patient with high risk for Lynch Syndrome based on genetic information.

Chapter 5 A Service Oriented Approach for Guidelines-based Clinical Decision
Support using BPMN and Business Rules

This chapter presents a SOA approach for developing CDS services. It describes the
development and implementation of two CDS Web services based on models of clinical
guidelines created combining the business process language BPMN and Business Rules.

Each Web service is deployed as a Service Component Architecture (SCA) composite,
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which can interact with an EHR. The models are based on the clinical guidelines for
Chronic Obstructive Pulmonary Disease (COPD) and preliminary diagnosis for Lung

Cancer respectively.

This chapter presents the results of implementing the SOA based architecture solution in
which clinical guidelines are represented as business processes. Since guidelines describe
a set of activities in a specific order, business processes are used to implement them. The
general purpose business process modelling language BPMN is widely used in other

industries but it is relatively new in the field of clinical guideline modelling.
Chapter 6 Human Task Management

This chapter describes how business process technology can be used to coordinate
interactions between human actors and information systems in healthcare organizations.
It describes the implementation of a human task management module, which can be
integrated to the architecture described during chapters three and four. The functionalities
of this module are demonstrated through the partial implementation of the clinical
guideline for managing an Acutely ill Patient in the Emergency Department developed

by the National Institute for Health and Care Excellence (NICE).
Chapter 7 Conclusions and Future Directions

This chapter reviews and validates the research proposition and research questions. The
prototype of the architecture proposed is analysed in terms of the challenges of CDS
implementation. It discusses the main contributions and limitations of the present

research. The final section presents suggestions for future research.
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Chapter 2

Service Oriented Architecture for
Clinical Decision Support: A
Systematic Review
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2.1. Introduction

This chapter presents the results of a systematic review conducted to identify Service
Oriented Architecture (SOA) approaches adopted by developers and researchers during
the development of Clinical Decision Support (CDS) systems. This systematic review
was conducted in collaboration with Dr. Kensaku Kawamoto (Department of Biomedical
Informatics, University of Utah) and Dr. Vojtech Huser,( Research Program of the
National Institutes of Health Clinical Center and the National Library of Medicine). The
Appendix A shows the details of methodology adopted and selected studies for this
systematic review. The data extraction and quality assessment was performed by the
author. Data Synthesis and Analysis were performed by the authors and included reviews

from medical and health informatics professionals.

2.2. Results

The study selection process is presented in figure 2. The electronic search returned 135
unique studies. After reading the title and abstract, 42 articles were selected and read in
full. Subsequently, 32 articles were included in the final review. Appendix A shows the

complete list of articles included in the systematic review.
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Figure 2: Study selection process.
2.2.1. Publications per year

The selected articles were classified by year of publication in order to appreciate the
research activity in the area of SOA for CDS. According to this systematic review the
use of SOA for CDS appeared for the first time in 2004. Figure 3 shows that maximum
number of articles that were published in 2009 and that there is a slight decline in the
number of publications in 2011 and 2013. It is important to note, that the systematic

review only includes studies available as of October 2013.

10

8
6 7
6 5
4
5 1 3 3
N : [
O T T - T - T T T T T T T

2004 2005 2006 2007 2008 2009 2010 2011 2012 2013

Figure 3: Number of publications per year.
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2.2.2. Architectural Approach

The systematic review identified the following six architectural approaches in the use of
SOA for CDS. It is important to note that some studies adopted more than one of these

approaches. 7

e Point-to-point communication.
o FEnterprise Service Bus (ESB).
e Service registry.

e C(linical Guideline Engine.

e Rule-based Engine.

e Service Choreography and Orchestration.

These categories were defined based on literature that described typical SOA approaches

[6]-[10] and in the SOA approaches identified in this systematic review.

Figure 4 suggests that point-to-point has been the architectural approach most commonly
used for the development of SOA-based CDS systems. Service choreography seems not

to have been widely adopted for CDS implementations.
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communication engine and Orchestration

Figure 4: Number of publications per architectural approach.
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2.2.3. Point-to-point communication

Most of the studies included in the systematic review adopted point-to-point
communication. The articles do not provide an explanation for using this approach.
However, it was assumed that this is the natural first step in evolving the integration of
services. In the point-to-point communication approach, each interaction between the
applications (e.g., service provider and service consumer) is individually designed,
implemented, and administered. The review suggests that Simple Object Access Protocol
(SOAP) is the preferred communication protocol for this approach. Table 1 shows the
system name, communication protocol, and clinical implementation. One critical factor
in selecting a communication technology for point-to-point communication is security,
due to the need to transfer and use confidential medical data. SOAP is based on OASIS
standards and has in-built security features. However, SOAP does consume more
bandwidth when compared to another communication technology like Representational

State Transfer (REST). Whilst REST has some advantages, it requires significant effort

to make secure data communications

Table 1: Publications that adopted or suggested a point-to-point communication approach.

Communication System name Clinical implementation area Publicatio
approach n reference
SOAP OPNI-Web Neonatal intensive care unit [11]
SOAP NewGuide Homecare-based pressure ulcer prevention, acute ischemic  [12]
stroke treatment, heart failure management
SOAP GLEE Childhood immunization, cough [13]
SOAP SAGE Immunization [14]
SOAP ARTEMIS Not specified [15]
SOAP - Not specified [16]
SOAP - Chronic disease management [17]
Not specified - Pediatric immunization [18]
SOAP - Asthma, drug-drug interaction checking [19]
SOAP - Not specified [20]
SOAP -- Not specified [21]
SOAP DDSOnt Collaborative diagnosis decision making among physicians  [22]
SOAP EGADSS Not specified [23]
SOAP EGADSS Not specified [24]
SOAP SANDS Drug interaction checking, syndromic surveillance, [25]
diagnostic decision support, inappropriate prescribing in
older adults, information at point of care, personal health
record
Not specified - Translational medicine [26]
Not specified -- Childhood immunization [27]
Not specified OncoTheraper Pediatric oncology [28]
Not specified TRIACS Diabetic retinopathy screening and research [29]
SOAP SAPHIRE Hospital and homecare environment [301, [31]
Not specified DeGeL/Gesher Preeclampsia/eclampsia toxemia guideline [32]
Not specified MATE Cancer multidisciplinary meeting [33]
SOAP - Medication management [34]
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Not specified - Intensive care unit [35]
SOAP - Not specified [36]
Not specified -- Hypertension guideline [37]
SOAP -- Detection and automated monitoring of hospital-acquired  [38]
infections
Not specified HealthFlow Osteoporosis [39]
SOAP CBPsp Neonatal intensive care unit [40]
SOAP -- -- [41]
Not specified -- Palliative care [42]
SOAP -- Colon cancer screening [43]
SOAP - Hypertension, [44]
chronic care management
SOAP - Diabetes [45]

2.2.4. Enterprise Service Bus (ESB)

The ESB is another architectural approach, which aims to provide loose coupling for
applications with a universal bus that can accept all data formats from any source and
integrate data flows into the appropriate applications. An ESB separates the integration
logic into manageable pieces and is highly scalable [9]. There is a large spectrum of ESB
systems offering different levels of functionality. Six articles that proposed or used this
architectural pattern were identified. In contrast to the point-to-point communication
approach, the messages pass through the ESB, which serves as an intermediary between
the service provider and service consumer. Some of the advantages of using an ESB
include the ability to support message routing, event triggering, data transformation,

security, monitoring and management [46].

The ESB functionalities commonly used for the development of service oriented CDS
were identified. The most common features are listed in Table 2. Table 2 suggests that
protocol bridging and data transformation are the main features exploited, whereas only

one study suggests using an ESB’s event-driven functionalities to provide CDS services.

Table 2: ESB-based features used or proposed in the analysed studies.

ESB features used System Implementation or proposed services Publication

name reference
Event-driven Infoway Identify patterns of interactions such as [47]
functionalities spread of epidemics, distribution patterns of

patients in particular regions or distribution
patterns of particular health services

Protocol bridging, HEARTFAI Intensive care unit [31], [48]
data transformation D
Protocol bridging, COSARA Intensive care unit [49], [50]

data transformation

Protocol bridging, SOCBeS Chronic disease prevention [51]
data transformation
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Protocol bridging , SCP Multiple morbidities [52]
data transformation

2.2.5. Service Registry

The service registry supports different strategies in SOA-based systems such as
standardization of service contracts, metadata centralization and notification of service
contract changes to consumers [7]. The service registry is a system component that stores
information related to each service (e.g., description, policies, contract location, and
versions). Thus, service consumers can find the services that fulfill their requirements by

querying the service registry.

Table 3 suggests that the provision of service descriptions is the main feature exploited

from the service registry.

Table 3: Architectures that include a service registry.

System name  Service registry feature used Publication
reference

DDSOnt Provide service descriptions [22]

SAPHIRE Store ontologies, advertise and discover Web  [30], [31]

services

Infoway Provide service descriptions [47]

-- Provide service descriptions [37]

SANDS Provide service descriptions [25]

2.2.6. Clinical Guideline engine and Rule engine

In addition to point-to-point communication, ESB and service registry, a fourth important
architectural approach in the context of SOA-enabled CDS is the use of a clinical
guideline engine or a rule engine. In this systematic review clinical guideline engine is
considered to be a program capable of interpreting clinical knowledge expressed in a
computerized format [53], whereas a rule engine is considered to be a software system
that is designed to manage and enforce business rules expressed in a specified format such

as if-then formats [54].

Table 4 presents an overview of which clinical guideline engines and rule engines were

employed, as well as the guideline or rule languages used by these systems.
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Table 4: Systems that suggest or adopt guideline engine or rule engine.

System name Rule /guideline engine Language Publication
reference
GLEE GLEE GuideLine Interchange Format [13]
(GLIF)
SAPHIRE GLEE GLIF [30]
NewGuide -- Flow-chart like approach with strong  [12]
connection with Petri Nets
SAGE SAGE SAGE guideline model [14]
- ActiveBPEL Business Process Execution Engine [16]
(BPEL)
- Collaxa BPEL Engine BPEL [19]
BIJC Healthcare - BPEL [20]
-- SEBASTIAN Rule-based [17]
- Jess Rule-based [19]
HEARFAID Jena Rule-based [48]
EGADSS C Language Integrated Rule-based [23], [24]
Production System
(CLIPS)
-- iLog Rules Rule-based [26]
- -- Rule-based [27]
- SEBASTIAN Rule-based [34]
- SEBASTIAN Rule-based [36]
- -- Rule-based [37]
-- Arden Syntax engine Arden Syntax [38]
- - Rule-based [44]
SCP OpenCDS Rule-based [52]
TRIACS Triana Triana workflow language [29]
DeGeL/Gesher Asbru engine Asbru [32]
MATE Tallis PROforma [33]
COSARA -- BPEL [50]
- -- SAGE guideline model [37]
HealthFlow Shark XML Process Definition Language [39]
(XPDL)
-- -- BPEL [43]

A number of standards for presenting clinical guidelines, also referred to as guideline-
modeling methodologies were identified, namely GLIF, NewGuide, SAGE, Asbru,
PROForma, Arden Syntax and rule-based standards (rule-based standards can be further
refined by various rule languages — see table 5). It was also found that BPEL and XPDL,
which are typically used for businesses other than healthcare, are also used as a
representation language in these systems. The systems listed in table 4 show different
trends in adopting the use of the above mentioned guideline representation standards.

This is shown in figure 5.

It can be seen in figure 5 that rule-based engines are popular among the developers and

that the Business Process Execution Language (BPEL) is beginning to be adopted at a
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higher rate than clinical guideline representation languages. Additionally, table 5 shows

that there is not a clear preference for a specific rule language.
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Figure 5: Number of systems per language type.
Table 5: Rule language used and publication reference.
Rule language Publication reference
Jess [19]
Jena [48]
CLIPS [23], [24]
iLog [26]
Drools [52]
Not specified [27]
Java [17], [34], [36]
Not specified [37]
Not specified [44]
2.2.7. Service choreography and orchestration

The final architectural approach from the reviewed studies that is evident in SOA based
CDS is service choreography. In Web service choreography, each participating service
defines its part in the interaction and services can interact directly with one another.
Architecture closely related to Web service choreography is Web service orchestration.
Unlike service choreography, in Web service orchestration (e.g., BPEL), the logic is
specified by a single participant, which is referred to as the orchestrator [10]. Web service
choreographies describe the observable interactions between services from a global
perspective, and none of the participants controls the interaction. The survey suggests

that choreography was only adopted by one research project (OpenKnowledge) [55], [56].
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It can be inferred from the studies that all the architectural approaches described above
can exist in multiple combinations within a SOA based CDS implementation. For
example, in a setting where several healthcare organizations or units have to interact,
service choreography can be used to describe the message-based interactions from a
global point of view and service orchestration can be used to control the internal processes
of each organization. Figure 6 describes a hypothetical scenario where all of these
approaches can coexist among organizations A, B, and C. The SOAP-based interactions
between the organizations are defined by the Web Service Choreography Description
Language (WS-CDL) [57]. Organization C uses an orchestrator engine to deploy
processes that define clinical pathways. These clinical pathways are developed based on
clinical guidelines and according to the resources available in the organization. The ESB
provides connectivity with other systems and monitors service interactions in order to
detect health-specific patterns. Additionally, clinical knowledge is captured in the form
of rules in the rule engine. The rules have the form: IF conditions THEN conclusion.
These rules are integrated in the clinical pathways as tasks on the processes deployed in
the orchestration engine. The private service registry contains information on each of the
services available inside the organization and also provides a subscription mechanism in
order to notify service consumers when a service is modified or updated. The public
service registry maintains information about the services available between

communicating organizations.
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Figure 6: Example scenario: co-existence of multiple architectural patterns.
2.2.8. Healthcare standards

It is a very well established issue that semantic interoperability is essential for SOA
architectures [58]. Without semantic interoperability, service providers and service
consumers cannot make use of the data exchanged. For example, a service that requires
past patient diagnoses using a standard terminology will not be able to properly process
diagnoses provided using local proprietary codes or free text. Thus, achieving semantic

interoperability is an important goal when implementing SOA for CDS.

In order to obtain an accurate picture of how semantic interoperability is accomplished,
all healthcare standards adopted or suggested by the reviewed studies were extracted and
categorized. The overview below describes the standard categories, and table 6 lists the
individual standards identified in the specific articles. The healthcare standards identified

were categorized as follows:

e Patient information standards: The objective of these standards is to document
important patient information such as diagnoses, medications, and lab results. The
HL7 Virtual Medical Record (vMR) was especially designed to integrate patient
information with CDS systems [59].
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Medical terminology standards: These standards define a common terminology
and vocabulary to be used in a healthcare domain. Some of these standards, such
as the International Classification of Diseases (ICD) for diagnoses and LOINC for
laboratory results, have been adopted internationally, whereas other standards,
such as drug descriptions, have been adopted in specific regions (e.g., RxNorm in
the United States and Anatomical Therapeutic Chemical (ATC) in Europe).
Standards for Web services and exchange of clinical documents: Standards used
for exchange of clinical information were grouped in this category. The HSSP
Web service standards have been developed specifically to support SOA
architectures. The HSSP project is a joint activity between HL7 and OMG [60].
Standards for medical devices: These standards focus on the communication
between medical devices and external systems.

Clinical guideline representation standards: Most of these standards have been
influenced by workflows and are based on XML syntax. Some of them allow the
creation of XML-based clinical guidelines using a graphical editor.
Comprehensive comparative reviews of some of these standards have been

published elsewhere [53], [61], [62].

In summary, a large number of organizations have taken initiatives to develop and

promote standards. This finding indicates a relative consensus on the need for

organizations implementing SOA-based CDS to adhere to relevant standards in order to

achieve semantic interoperability.

Table 6: Healthcare standards referenced by included studies.

Focus Name Publication reference
Clinical GLIF (Guideline Interchange Format) [13], [30], [47]
guideline NewGuide [12]
representation SAGE (Standards-based Sharable Active Guideline Environment) [14], [37]
Asbru [32]
PROforma [33]
Arden Syntax [23], [24], [38]
GELLO (Guideline Element Language, Object Oriented) [16]
Patient vMR (Virtual Medical Record) [12]-[14], [16], [20],
information [25], [41], [44], [45],
[52]
CCD (Continuity of Care Document) [44], [52]
OpenEHR [15], [35], [45]
CDA (Clinical Document Architecture) [15], [19], [23], [24],
[45], [47]
CEN EN 13606-1 [15], [30], [45]

HL7 v2.x and HL7 v3 [25], [35], [44], [52]
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Web  services HSSP Decision Support Service standard [17], [21], [34], [36],
and exchange of [41], [52]
clinical HSSP Retrieve, Locate, and Update Service standard [21], [36], [41]
documents HSSP Common Terminology Service standard [21], [36], [41]

HSSP Identity Cross-Reference Service standard [41]

HSSP Healthcare and Community Services Provider Directory Service  [41]

standard

Healthcare Information Technology Standards Panel (HITSP) SC109  [41]

IHE XDS (Integrating the Healthcare Enterprise, Cross-enterprise [30]
Document Sharing) profile

NHIN (Nationwide Health Information Network) standards [25]

IHE Query for Existing Data profile [41]

IHE Request for Clinical Guidance profile [41]
Medical SNOMED CT (Systematized Nomenclature of Medicine - Clinical [14], [15], [41], [44],
terminology Terms) [45]

LOINC (Logical Observation Identifiers Names) [12], [14], [15], [41],

[44]

ICD (International Classification of Diseases) [12], [19], [41]

CPT (Current Procedural Terminology) [41]

UMLS (Unified Medical Language System) [41]

HL7 [41]

RxNorm [41], [44]

Medical devices  ISO/IEEE 11073-10101 (Health informatics - point-of-care medical [30]
device communication - part 10101: nomenclature)

2.2.9. Challenges and lessons learned

In addition to the architectural and standards analysis, reported challenges and lessons
learned during the development and implementation of SOA-based CDS systems were
analyzed. It is important to note, however, that many of the reviewed articles described

planned future architectures and could not comment on actual deployment.

Lobach et al. reported an excessive time for data retrieval from the data repository, which
slows down the CDS service considerably. They suggested introducing performance-
enhancing strategies including multi-threaded data retrieval and pre-caching of patient

data [17].

Wright and Sittig highlighted the problem of duplication and conflicting data distributed
in different systems [25]. They solved data inconsistencies, such as different values on
vital signals, height, and weight, by using only the most recent observation. Other data

points, such as medication lists, were semi-automatically reconciled.

Cucino and Eccher pointed out the lack of mechanisms for defining interactions with
people within the BPEL process language [43]. They suggested using BPEL4People [63]

in their future work in order to overcome this limitation.
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The authors of the HealthFlow system highlighted the difficulty in representing complex
algorithms in graphical-based representations, such as the XPDL language [39]. The
authors proposed two strategies to alleviate this problem and to simplify complex process
flowcharts. First, they suggested adopting a hierarchical arrangement of scenarios where
anode in a higher lever flowchart expands into a sub-flow, which may consist of multiple
steps. Secondly, the authors suggested moving some of the logic into single rule-based

nodes, which call a comprehensive rule base or other expert system.

Paterno et al. reported that the main limitation of SOA-based CDS systems evaluated in
their article is the long time required to receive a CDS response [44]. For future work,
the authors suggest optimizing dependent services to speed up service response times and
monitoring processes across hardware and software platforms to identify and study

latency issues between services.

In summary, the reviewed articles reported the typical challenges of distributed
applications. However, time of response seems to be the most critical aspect for SOA-

based CDS systems. Some high-risk clinical scenarios have little tolerance for latency.

2.3. Discussion

One of the main goals of the review was to identify the technologies and architectural
approaches adopted for the development of SOA based CDS environments. Forty-four
studies suggested or implemented service oriented CDS. The first studies in this area
were published in 2004, with the most publications published in 2009. The aspects of the

findings are discussed below.

2.3.1. Software architecture and development

techniques

Point-to-point communication appears to be the current architectural approach of choice,
whereas service choreography has been explored in only one project. A comparison of
service choreography and service orchestration approaches revealed important results. In
choreography, the services interact directly with one another, resulting in less overhead
and delay. Using the orchestration approach, the interaction is controlled by one of the

participant systems, thus increasing the time for communication [64]. It is important to
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understand this issue, as the speed of CDS result delivery has been identified as a key
aspect in successfully implementing CDS in the clinical workflow [44]. However,
orchestration allows simple Web services to perform their function without knowing they

are participating in a high-level functionality of the application.

ESB is the architectural approach that is mainly used to integrate disparate applications,
but only one study in our reviewed set [47] identified the event-driven features of ESB as
a mechanism to provide CDS services. CDS should also exploit other features provided
by the ESB, such as load balancing, service version selection, service selection based on

message data, access control, and exception handling [7].

Similarly, the service registry has not been fully exploited. The main functionality of the
service registry is to provide service descriptions, but it can also provide other useful
functionalities, such as dependency management, event notification, access control,

policy management, and federation [7].

Interestingly, none of the studies reported or suggested the use of Service Component
Architecture (SCA), which is a set of OASIS [65] specifications specially designed to
build distributed applications based on SOA. The SCA effort was started in 2005 by a
group of vendors that includes IBM, Oracle, SAP, and others and handed over to OASIS
in 2007. SCA represents the next step in the evolution of SOA, raising the level of
abstraction and addressing two issues in software development: complexity and reuse
[66]. Additionally, SCA hides the complexity of specifying security, reliability and other
quality of service from the application code. Some of the open source SCA
implementations include Apache Tuscany [67], Fabric3 [68], FraSCAti [69] and Red Hat
SwitchYard [70]. The use of SCA would facilitate developers of CDS solutions to follow
SOA principles and best practices.

2.3.2. Business Process languages and Web

services specifications

Although there are several executable clinical guideline standards that are specific to the
medical field, it appears that general-purpose business process languages, such as BPEL,
are being used more often for executing simple clinical guideline logic. Interestingly,

BPMN 2.0 [71], which has become the preferred standard for business process modeling
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[72], has not been used by any of the reviewed systems. Unlike the BPEL language,
BPMN supports human tasks, which was one of the reported challenges [43].

An essential aspect of SOA is semantic interoperability, without which service providers
and consumers cannot make use of the data exchanged [58]. Efforts such as the HSSP
project that provide Web service specifications that can be used to implement CDS
represent a major step forward for achieving SOA for CDS. Examples of such HSSP
services are the HSSP Decision Support Service, the HSSP Common Terminology

Service, and the HSSP Retrieve, Locate, and Update Service.

2.3.3. HL7 Initiatives supporting SOA use in CDS

Providing common building blocks across various software vendors would greatly
enhance current CDS capabilities of healthcare systems. Such common building blocks
would enable greater use of SOA principles in CDS development. HL7 has a working
group devoted to facilitating interoperable CDS that in the past helped developed several
CDS standards, such as the Arden Syntax. In 2012, this workgroup identified 10 services
and 8 capabilities as being desired for clinical information systems (CIS) to offer SOA-
based CDS capabilities [41]. Examples of services identified as being desired are event
subscription and notification, cohort identification and entity identification services; table
7 provides the complete list. As for the CDS capabilities identified as being desired,
examples include use of standard information models and terminologies, the ability to
leverage a DSS and the ability to leverage a unit conversion; table 8 provides the complete
list. It is unlikely that current systems can support all of these capabilities and services.
In both table 7 and table 8, include the SOA architectural approach identified in this
review as an additional column that could enable this capability or service. These services
and capabilities could be implemented combining SOA strategies such as ESB and
business process management (BPM). The workgroup description of services with SOA

patterns that could fulfill these requirements are extended.
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Table 7: Services required from CIS to enable SOA for CDS identified by HL7 CDS working group (first and second columns [57]) and SOA architectural approaches that

can fulfil these requirements (third column).

Service or capability

Description, example use case, and relevant standards

SOA architectural approach that could enable this
capability or service

Event subscription
and notification
service

Description: Publishes relevant CIS events, which can be listened to by a CDS system to trigger
CDS. Allows systems to subscribe to specific types of event notifications.

Use case: EHR system publishes events such as the entry of new labs into the clinical data repository,
patients checking into appointments, and users logging into the system. CDS system subscribes to

types of events that will trigger specific CDS processes.

Relevant standards: CORBA event service and notification service; WS-Notification

ESB: The ESB facilitates integration of legacy systems and
can provide content/topic-based routing capabilities which
can be based on standards such as WS-Notification or WS-
Eventing [73].

Examples of commercial and open source ESBs that
support these standards:

WS-Notification: Apache ServiceMix, IBM WebSphere,
SwitchYard ESB

WS-Eventing: WSO2 ESB

Cohort
identification
service

Description: Identifies a patient cohort (i.e., population) matching search criteria. The result
returned is typically a list of identifiers for matching patients.

Use case: A population health management system identifies patients with diabetes, hypertension,
and congestive heart failure using an EHR system's cohort identification service

Relevant standards: None identified

ESB: The ESB provides adapters for several communication
protocols and mechanisms to access databases. If the CIS
does not support Web services, the ESB can provide this
capability or directly query databases and return the list of
identifiers for the matching patients.

Entity identification
service

Description: Identifies whether there is an individual patient matching demographic search criteria
(e.g., name, gender, date of birth). Also may be applied to identify other entities such as healthcare
providers or facilities.

Use case: A vaccine forecasting system identifies whether care organizations A, B, or C have data
on a patient for whom a vaccine forecast has been requested.

Relevant standards: HSSP Identity Cross-Reference Service standard

ESB: The HSSP identity Cross-Reference Service standard
is based on XML, which is highly supported by the ESB.
Therefore, legacy systems can provide this service through
the ESB.

Clinical data query
service

Description: Retrieves existing clinical data from clinical information system.

Use case: Drug-drug interaction alert system retrieves patient medications from an EHR system.
Relevant

Relevant standards: HSSP Retrieve, Locate, Update Service standard. IHE Query for Existing
Data profile.

ESB: These standards are based on XML which is supported
by the ESB. Therefore, legacy systems can provide this
service through the ESB.
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Resource
service

query

Description: Retrieves data about local availability of material and human resources.
Use case: Based on local availability of dialysis machine, refer patient to external dialysis facility.

Relevant standards: HSSP Healthcare and Community Services Provider Directory Service
standard; W{-XML specification (http://www.wfmc.org/wfmc-wf-xml.html)

ESB: These standards are based on XML, which is
supported by the ESB. Therefore, legacy systems can
provide this service through the ESB.

Data acquisition
service

Description: Retrieves data directly from users.
Use case: CDS system asks user if patient is pregnant.

Relevant standards: HSSP Retrieve, Locate, Update Service standard. Description:

ESB: These standards are based on XML, which is highly
supported by the ESB. Therefore, legacy systems can
provide this service through the ESB.

Data
addition/update
service

Description: Updates or adds data into a clinical information system.

Use case: Health maintenance module updates EHR that patient had an influenza vaccine at grocery
store on date X.

Relevant standards: HSSP Retrieve, Locate, Update Service standard.
Description:

ESB: These standards are based on XML, which is
supported by the ESB. Therefore, legacy systems can
provide this service through the ESB.

Order
service

placement

Description: Places a clinical order. Use case: CPOE CDS module places a pending order for
lisinopril 5Smg PO QD.

Relevant standards: None identified

ESB: The ESB provides adapters for several communication
protocols and mechanisms to access databases. If the CIS
does not support Web services, the ESB can provide this
capability or directly query databases and return the list of
identifiers for the matching patients.

User
communication
service

Description: Communicates CDS results with appropriate end users.

Use case: A CDS system places a note in the EHR system’s alert inbox; CDS system provides a
popup alert; physician is paged regarding urgent CDS finding.

Relevant standards: None identified

ESB: The ESB provides adapters for several communication
protocols and mechanisms to access databases. If the CIS
does not support Web services, the ESB can provide this
capability or directly query databases and return the list of
identifiers for the matching patients.

Task management
service

Description: Allows tasks to be added, tracked, and retrieved.

Use case: A population health management system is able to distribute the tasks from a care plan to
the task lists of various users.

Relevant standards: Wf-XML specification (http://www.wfmc.org/wfmc-wf-xml.html).

BPM: This capability can be provided by a business process
management systems based on workflow languages such as
BPMN, which allows modeling of different sets of processes
such as orchestration and collaboration and also extends the
definition of human interactions[71].

ESB: The results of the BPM can be distributed to legacy
systems through the ESB.
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Table 8: Capabilities required from CIS to enable SOA for CDS identified by HL'7 CDS working group (1st and 2nd columns [57]) and SOA approaches that can fulfil these

requirements (3th column).

Service or capability

Description, example use Case, and relevant Standards

SOA architectural approach that could enable this
capability or service

Use of appropriate,
standard information
models and
terminologies

Description: Appropriate, standard information models and terminologies are used to instantiate data
in the payloads of various services.

Use case: A Clinical Data Query Service uses a standard information model to represent the data it
provides.

Relevant standards: HL7 version 2 and 3 messaging standards; HL7 Virtual Medical Record
standard; IHE profiles; HITSP standards; OpenEHR templates; Detailed Clinical Models; SNOMED
CT; LOINC; ICD; CPT; various others.

ESB: Mapping technologies such as XSLT are highly
supported by ESB and can be used to map proprietary CIS
terminologies and models using an external terminology
server such as UMLS.

BPM: The interaction between the CIS and the terminology
service can be orchestrated using a business process
management system based on business process languages
such as BPMN.

Ability to leverage a
DSS

Description: The CIS is able to use a DSS to obtain patient-specific care assessments and
recommendations.

Use case: The disease management module of an EHR system uses a DSS to obtain diabetes care
recommendations based on national guidelines.

Relevant standards: HSSP Decision Support Service standard; IHE Request for Clinical Guidance
profile.
Description:

ESB: The ESB provides adapters for several communication
protocols and mechanisms to access databases. If the CIS
does not support Web services, the ESB can provide this
capability or directly query databases.

Ability to leverage a
terminology service

Description: The CIS is able to use a service to fulfill terminology needs.

Use case: A CIS uses a terminology service to convert internal laboratory codes into the LOINC codes
required by a DSS.

Relevant standards: HSSP Common Terminology Services 2 standard

ESB: The ESB provides adapters for several communication
protocols and mechanisms to access databases. Thus, if the
CIS is not able to call an external terminology service, the
ESB can be used to deploy a micro flow that could perform
the terminology Web service call and transform the request
according to the requirements of the CDS service.

BPM: The interaction between the CIS and the terminology
service can be orchestrated using a business process
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management system based on business process languages
such as BPMN.

Ability to leverage a
unit conversion
service

Description: The CIS is able to use a service to convert units.

Use case: A CIS uses a unit conversion service to convert laboratory units used by the local CIS into
the different laboratory units required by a DSS.

Relevant standards: The Unified Code for Units of
(http://aurora.regenstrief.org/~ucum/ucum.html).

Measure

ESB: The ESB can be used to consume external services and
convert the response to the data format and communication
protocol supported by the CIS.

BPM: The interaction between the CIS and the unit
conversion service can be orchestrated using a business
process management system based on business process
languages such as BPMN.

Ability to leverage a
data transformation
service

Description: The CIS is able to use a service to render structured data into a human- readable format.
Use case: The disease management module of an EHR system uses a data presentation service to
convert an XML document representing diabetes care needs into an HTML diabetes management

dashboard to be presented to a clinician.

Relevant standards: W3C XSL Formatting Objects (http://www.w3.org/wiki/Xsl-fo)

ESB: The ESB can be used to consume external services and
convert the response to the data format and communication
protocol supported by the CIS.

BPM: The interaction between the CIS and the data
transformation service can be orchestrated using a business
process management system based on business process
languages such as BPMN.

Ability to leverage a
data presentation
service

Description: The CIS is able to use a service to render structured data into a human- readable format.
Use case: The disease management module of an EHR system uses a data presentation service to
convert an XML document representing diabetes care needs into an HTML diabetes management

dashboard to be presented to a clinician.

Relevant standards: W3C XSL Formatting Objects (http://www.w3.org/wiki/Xsl-fo).

ESB: Data model transformation is one of the main
functionalities of the ESB. Thus, this transformation can be
performed inside the ESB using technologies such as XSLT.

Ability to populate a
data warehouse in
real-time

Description: The CIS is able to populate an enterprise data warehouse in real-time, as opposed to
nightly batches.

Use case: A healthcare organization builds CDS functionality against the data warehouse.

Relevant standards: None identified.

ESB: The CIS can perform this task using the different
database communication protocols supported by the ESB.

BPM: The interaction between the CIS and the data
warehouse can be defined using a business process
management system based on business process languages
such as BPMN.

Maintenance of audit
logs

Description: The CIS maintains an audit log of all service interactions.

Use case: A CIS maintains an audit log of data provided to, and recommendations received from, an
external CDS service.

Relevant standards: Healthcare Information Technology Standards Panel (HITSP) SC109.

ESB: Audit logs of service interactions are often part of the
monitoring and management tools provided by the ESB [7].
Additionally, other technologies such as Business Activity
Monitor (BAM) and Complex Event Processing (CEP),
which are commonly used on SOA architectures, can also be
implemented for this purpose [74].
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2.4, Limitations

The search was limited to English-language articles published until the end of October
2013. In addition, our review is based on published literature only, whereas there could
be additional relevant CDS implementations that have not yet been described in the

literature.

2.5. Conclusion

The great promise of SOA for CDS can be achieved more rapidly if best practices
identified in other industries such as finance are adopted. Several technologies and
methodologies have been developed around the concept of SOA, and they have the
potential to enable a new range of opportunities for CDS. These include BPMN for
optimizing clinical pathways and SCA for Web service composition. It is recommend to

further explore the service choreography for use in SOA based CDS implementations.
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Chapter 3

Evolution of Clinical Decision
Support Systems: Health
Information Technology,

Standards and Implementation
Approaches
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3.1. Introduction

This chapter presents the background theory and concepts for this thesis. The field of
health information technology (HIT) is described in detail along with the prevailing
challenges to effective HIT adoption and suggested strategies to overcome these barriers
taken from the literature search. The scope of this thesis is defined as: HIT in the domain
of Clinical Decision Support (CDS). For implementing an architectural solution for CDS,
the core constructs of enterprise architecture (EA) within the realm of software
architecture are explored. The core concepts of Service Oriented architecture (SOA)
along with Business Process Management for an enterprise wide implementation of CDS
are reviewed. The current literature about Business Process Management (BPM) and
Service Oriented Architecture (SOA), along with the research gaps in the architecture
stage of the implementation is identified. Information sources such as ACM Digital
Library, Compendex, IEEE, Xplore, Science Direct, Scopus, Springer, Web of Science,
Google scholar, dissertations, and books were utilized to gather information. This chapter
has elicited important areas of research that are relevant for consideration while designing
an architectural solution for a healthcare organization. The research questions derived as
a result of this survey are presented. The research findings from this chapter are
considered as a basis for designing and implementing a SOA based architecture solution

in the later chapters but first, the theories related to HIT and CDS are reviewed.

3.2.  Healthcare Information Technology

The U.S. Health and Human Services (HHS) Office of the National Coordinator for
Health IT (ONC) defines Health Information Technology (HIT) as “the application of
information processing involving both computer hardware and software that deals with
the storage, retrieval, sharing, and use of health care information, data, and knowledge
for communication and decision making” [75]. HIT encompasses a wide range of
applications such as electronic health record (EHR) systems, picture archiving and
communication systems (PACS), laboratory information systems (LIS) and clinical
decision support systems (CDSS). According to a systematic review of 257 studies
conducted by Chaudhry et al, the use of HIT: improves quality of service (e.g., adherence

to guideline based care, enhances surveillance and monitoring, and decreases medication
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errors) and efficiency (e.g., decrease of utilization of care) [76]. The benefits that HIT
provides to the patients have been recognized by several industrialized countries, which
subsidize the acquisition of HIT with public funds [77]. For example the federal
government of the USA assigned $19 billion to promote the adoption and use of HIT as
a part of the American Recovery and Reinvestment Act of 2009 (ARRA) [78] and the
government of the UK invested £2.3bn in the national programme for information
technology (NPfIT) of the National Health Service (NHS) in 2002 [79]. A major
objective of these efforts is to enable different healthcare providers (e.g., specialists,
hospitals, nursing homes, etc.) that are distributed around the country to share and access

patient data and provide diagnosis and treatment improved by the use of IT.

3.2.1. HIT Adoption barriers

Alongside the potential benefits that HIT can provide to the healthcare industry, several
research articles and agency reports have identified barriers to HIT adoption from

different perspectives. The key barriers identified from these studies are reviewed below:

Resistance to Organizational Innovation:

There is an observed resistance to change from a number of stakeholders in a healthcare
organization (HCO). These include medical as well as non-medical actors (physicians
and HCO managers). There are concerns that quality of care, efficiency and the patient-
provider relationship may be negatively affected by the implementation of information
systems [80], [81]. The staff usually refuse to allow changes that result from automating
well-established workflows [80], [82]. Also, there is a lack of trained personnel that could

lead the implementation and adoption of HIT [83].
Financial barriers:

The high initial costs as well as maintenance costs are considered to be the main factors
that prevent the implementation of HIT [84]—[86]. The purchase of an EHR system is
estimated to cost $33,000 per physician, with an additional maintenance cost per month
of $1500 per physician [84]. Those who invest in HIT, only see about an 11% return on
investment (ROI) [83]. This places the HCO’s managerial level under substantial

financial liability.
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Technological Barriers:

Healthcare has a complex organization [87]. From a technical point of view, the
development of information systems for a complex organization requires a significant
amount of effort. A key requirement for HIT is that systems must be developed based
upon established workflows. Automating these workflows entails a level of process re-
engineering to modify existing workflows so that the implementation reflects the routine
functions of the HCO [83]. To facilitate the different actors of a healthcare organization,
the HIT implementation must cater for the differences in the requirements of these actors
(e.g. nurses, physicians), clinical situations (e.g., acute and chronic care), clinical
environments (e.g., intensive care and ambulatory care), and institutions [88]. HIT
usability 1s another critical factor for adoption. Studies have shown that the more intuitive
and familiar the system is to the user, the more likely it is accepted [80]. However, this
depends greatly on the user’s previous experience with the systems in use by the
institution [80]. In addition to user requirements, Health information systems appear to
be particularly difficult to debug, modify and understand by non-medical professionals

[88].
Interoperability among disparate healthcare knowledge resources:

Patient information is usually distributed in isolated systems within hospitals, physician
offices and pharmacies [86]. Another key challenge is the interoperability between
different healthcare systems [82], [86]. Existing systems developed by different vendors
usually use proprietary internal representations of clinical data, which is incompatible
with other systems [84]. Medical terminology is complex and varies according to medical
speciality, medical facilities and clinical context [84]. For example, the abbreviation “MS”
stands for “mitral stenosis” in cardiology, “multiple sclerosis” in neurology, “morphine
sulphate” in anaesthesia, and “magnesium sulphate” in neurology [84]. There are also

concerns about privacy and security of patient data [80].

3.2.2. Strategies to address HIT Adoption barriers

A number of strategies have been suggested by various authors providing mechanisms to

overcome the barriers described above.

Overcoming Resistance to Change
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Studies have shown that resistance to change can be overcome by assigning a physician
as the project leader and including different members of the staff in the implementation
team [80]. Usually, the staff have a better understanding of the existing processes and
can provide different perspectives and expertise to the implementation [80]. Staff training
in the use of the systems as well as support from experts after the implementation are
considered important factors for a successful adoption of HIT [80]. An incremental
implementation approach, where the functionalities of HIT are made available to the users

gradually is recommended for large organizations with complex processes [80].
Managing Financial barriers

To overcome financial barriers, countries such as United Kingdom, United States and
Sweden have subsidized the purchase of HIT [85], [86]. This has increased the number
of physicians that make use of HIT in their daily tasks. To address concerns about privacy
and security the U.S. government has begun to regulate electronic health information [89].
This regulation establishes standards, limits and conditions on the use and disclosure of

patient information.
Addressing Interoperability

Several organizations realized that, in order to address the issues of interoperability in
HIT, it was necessary first to agree on the meaning of the term “interoperability” [90].
The HL7 EHR Technical Committee’s (TC EHR) interoperability working group
analysed over 100 definitions from different institutions and identified three types of

interoperability [90]:

e Technical Interoperability: It focuses on the physical transition of data, not in the
meaning.

e Semantic Interoperability: It communicates meaning and is required to implement
applications such as intelligent decision support. There are several levels of
semantic interoperability depending on the level of agreement on the data content
terminology and the content of data models.

e Process Interoperability: It ensures that the information is provided in time-,
event-, or a sequence-oriented manner that can be used in an actual workflow of

the care team.
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3.2.3. HIT Standard Development Organizations

Some Standard Development Organizations (SDOs) have been formed specifically to
develop standards to support HIT. Some of the most important SDOs include: HL7,
ASTM E31, DICOM, CDISC, OMG, OASIS, IHTSDO, CEN TC 251, ISO TC 215 and
NCHS.

A brief description of these SDOs is presented in table 9.

Table 9: Description of some significant Standards Development Organizations

SDO Description

HL7 HL7 [91] takes its names from the International Standard Organization (ISO)
standard networking levels where the seventh level is the application level.
Standards developed include: HL7 v2, HL7 v3, GELLO, Arden Syntax, CCOW
(Clinical Context Object Workflow), Claims Attachments, CDA (Clinical Document
Architecture), Electronic Health Record (EHR) System Functional Model and
Structured Labelling.

ASTM E31 ASTM Committee E31 is part of the American Society for Testing Materials
(ASTM) and focuses on the architecture, content, storage, security, confidentiality,
functionality and communication of electronic healthcare information and
knowledge. To date E31 has over 30 approved standards [92] including Continuity
of Care Record (CCR).

DICOM The Digital Imaging and Communications in Medicine (DICOM) standard is
developed and supported by the national electrical manufacturer’s association
(NEMA). NEMA along with HL7 developed a standard for transmitting diagnostic
images, metadata, results and patient information [93]. Standards include, Picture
Archiving and Communication Systems (PACS) and interfacing with medical
information systems [94].

CDISC The Clinical Data Interchange Standards Consortium (CDISC) develops and
supports data standards for medical research [95]. CDISC has developed Data
Tabulation Model (SDTM) with US National Cancer Institute Enterprise Vocabulary
Services (EVS) [96]

OMG Object Management Group (OMG) develops and supports standards for embedded
and specialized systems, analysis and design, middleware for industries including
finance, life sciences research, manufacturing technology and healthcare [97].

OASIS The Organization for the Advancement of Structured Information Standards
(OASIS) drives the development, convergence and adoption of open standards for
the global information society. Standards for security, cloud computing, SOA, web
services, electronic publishing, emergency management and healthcare. [98]. Some
of the OASIS standards adopted by healthcare includes SAML [99], and WS-Trust
[100].

IHTSDO The International Health Terminology Standards Development Organization
(IHTSDO) maintains health terminologies and standards like SNOMED CT [101].
SNOMED CT is one of the most comprehensive, multilingual terminologies used by
HIT in the world [102]

CEN TC 251 The European Committee for Standardization (CEN) is the main provider of
European Standard and technical specifications [103]. CEN TC 251 develops health
informatics standardization [104].
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ISOTC215 The ISO TC 215 develops standards for health Information and Communication
Technology (ICT) to promote interoperability between independent systems and
measures to reduce duplication of effort and redundancies [105].

NCHS The National Center for Health Statistics (NCHS) provides statistical information
that can guide actions and policies to improve the Health of the American people
[106]. The NCHS established the Public Health Data Standards Consortium
(PHDSCO).

HIT Implementation Strategy:

For implementing HIT in a healthcare enterprise, nationwide HIT initiatives have
developed maturity models that focus on the management of the implementation of HIT.
Some of the most important maturity models include the Electronic Healthcare Maturity
Model (eHMM) developed by Quintegra [107], the Electronic Health Record Adoption
Model (EHRAM) established by the Healthcare Information and Management Systems
Society (HIMSS) [108], [109] and the Electronic Patient Record (EPR) maturity model
established by the United Kingdom National Health Service (NHS) [110].

3.2.4. CDS as a key enabler of HIT

There are many aspects of HIT implementation like Computerised Physician Order Entry
systems (CPOE), Laboratory Information systems (LIS) and Radiology Information
systems (RIS) and pharmacy systems. The US Meaningful use criteria [111] identifies a
number of IT capabilities that are termed as standard requirements for implementing HIT
in an HCO. For an IT solution to acquire Meaningful Use certification, it has to comply
with the three stages of the criteria. The third stage of this criterion is enabling Clinical
Decision Support (CDS) by the use of IT to improve patient outcome. In addition to
Meaningful Use criteria, the maturity models defined in the previous section identify CDS
as an essential aspect of achieving advanced HIT capabilities. The Institute of Medicine
(IOM) has also recognized CDS as an important strategy for improving the quality of
patient care [112]. It has been observed that the aforementioned barriers to HIT adoption
have also influenced the adoption of this particular functionality within the healthcare
service delivery cycle. Since the focus of this thesis is on implementing an architecture
solution enabling clinical decision support at the point of care, the remaining sections will
present an overview of a description of CDS core functionalities and the prevalent
architectural approaches for enabling CDS within a healthcare IT system. Section 2.3.1

onwards discusses CDS in detail, in-line with the organizational influences in its adoption.
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3.3.  Clinical Decision Support

Clinical decision support (CDS) provides clinicians, patients, or other individuals with
knowledge and person-specific information, intelligently filtered or presented at
appropriate times, to enhance health and health care [2]. CDS is an important component
of HIT as it has the potential to support decision making, improve quality of service,
reduce costs and increase efficiency [3]. The contributions that result from incorporating
CDS in HIT have been recognized by a number of maturity models that measure the
implementation levels of HIT. The Electronic Healthcare Maturity Model (eHMM)
developed by Quintegra [107], the Electronic Health Record Adoption Model (EHRAM)
established by the Healthcare Information and Management Systems Society (HIMSS)
[108], [109] and the Electronic Patient Record (EPR) maturity model established by the
United Kingdom National Health Service (NHS) [110]; all identify CDS as an essential
aspect of achieving advanced HIT capabilities. Similarly, the Institute of Medicine (I0OM)

recognized CDS as an important strategy for improving the quality of patient care [112].
2.3.1 Classification of Clinical Decision Support Systems according to functionality

CDS systems are designed to aid in the clinical decision-making at the point and time
when these decisions are made. Clinical decisions encompass a wide range of activities
including the classic diagnostic (e.g., determine the causes of the patient’s symptoms),
diagnostic process (e.g., decide what questions to ask, decide which procedures to
perform), and the management of decisions (e.g., decide how to use the patient’s response
to therapy in order to determine an alternative approach or find out whether the initial
diagnosis was incorrect) [113]. CDS systems can be classified into three categories based
on the type of assistance provided: a) retrieve online documents relevant to the current
clinical scenario, b) provide alerts, reminders or other information specific to the patient
and clinical situation, c) organize and present information in a form that emphasizes
relevant information and facilitates decision making, for example dashboards and

graphical displays [113].
Retrieve online documents relevant to the current clinical scenario

These CDS tools support clinical decision making by educating the physician through
information retrieved from online resources. This is usually achieved through context-

aware links to online knowledge resources that are embedded into clinical systems. These
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links are known as “Infobuttons” [114]. It has been observed that the easy access to
knowledge at the time it is required can potentially support clinical decision making [114].
It is important to note that this type of CDS is not focused on specific decision making,

but only in providing information that may be relevant to the physician.

Provide alerts, reminders or other information specific to the patient and clinical

scenario

These CDS systems provide recommendations according to patient specific information.
These systems can be divided into knowledge-based and non-knowledge-based systems
[113]. Knowledge-based CDS uses information that resides in a knowledge module. A
knowledge module consists of concepts derived from domain specific information. For
example a knowledge module for clinical decision support consists of clinical symptoms
for a disease. These symptoms can be represented using business rules (clinical rules).
This knowledge encoded in these rules can be used by a CDS to deduce a diagnosis. The
diagnosis information is then provided to an end user in the form of alerts and reminders.
Knowledge-based CDS, which relies on such rules, is termed as: a rule-based system.
Non-knowledge based CDS function on the principles such as statistical data, heuristics

and artificial neural networks [115].
Organize and present information in a form that facilitates decision making

This type of CDSs focuses on graphical presentation of knowledge. An example of such
systems is Clinical Dashboards. The clinical dashboards result from the underlying
clinical data and reasoning to present knowledge to the end user in a way that is readily
understandable and can provide the necessary data to support decision-making in real
time. For an example clinical scenario, a dashboard can present information in the form
of graphs representing a set of population for whom a vaccination program needs to be
conducted. The logic is derived from the underlying patient data for a healthcare facility.
This data includes demographic details and past vaccination records for the patients
registered at this healthcare facility. Dashboards are also a useful tool to analyse trends

in certain medical conditions for a number of patients.
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3.3.1. Implementation approaches for Clinical

Decision Support Systems

Incorporating CDS in an HIT is a critical task, which requires a significant amount of
planning from both the medical as well as non-medical members of the HCO. An
important factor when designing the architecture for a HIT is identifying how CDS can
be beneficially realized within that architecture. Clinical decision support systems (CDSS)
can be classified according to the architectural approach for implementation and the
capabilities of the system. For instance, Wright and Sittig categorized CDSS into four

groups based on the architectural approach used for implementation [116]:

1. Stand-alone: The CDSS does not interact with any other system; therefore, the
user has to introduce patient information in order to get guidance.

2. Integrated: The CDSS is strongly coupled with other healthcare systems such as
computerized physician order entry (CPOE) system. One disadvantage of this
approach is that sharing CDS knowledge with other systems becomes problematic.

3. Standard-based: Use of standards to represent, store and share decision content.

4. Service-based: The CDS is offered as a remote service. This loose coupling

allows sharing CDS with several systems and separately maintained CDS content.

It is important to note that CDS implementations may adopt more than one of these
approaches. Some researchers have demonstrated that “standard-based” and “service-
based” are a successful combination to deliver CDS at the point of care [23], [25], [36].
CDS delivers better results when it is integrated into the clinical workflow and delivered
at the point of care [117] [118]. An example of this approach would be an alert that is
displayed on the EHR system, informing about a drug-drug interaction when the patient

record is being modified.

Fox et al., presented a classification based on the capabilities of different CDSS and

provide examples of implementation techniques (table 10) [119].

Table 10: Classification of CDSS according to Fox et al [50]

Capabilities Example Implementation techniques
Monitoring, alerts and reminders Algorithmic and rule based methods
Focusing and information retrieval | Search engines, navigation, infobuttons
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Framing and making decisions Decision analysis, logical decision
models

Support  for  complex and | Workflow

multidisciplinary care

Providing CDS as a part of Clinical Workflows

It has been observed that most of the CDSS limit their functionality to deliver alerts and
reminders, information search, retrieval and filtering services. CDS if integrated as a part
of clinical workflow can significantly improve the patient outcome [3]. This capability
is still in its infancy as there is a lack of support for automated workflow management for
care planning [119]. Care management using workflows takes into account the
longitudinal care of a patient starting from the initial encounter, the duration of the
encounter, emergency encounters, intermittent tasks like therapies and follow-up
procedures. [120]. This necessitates the integration of a CDS capability in the clinical

workflow in order to maximize the benefits of swift decision making by the physician.

According to [119] CDSS developers often focus on providing solutions for an individual
point of care rather than the process of care. CDS can be integrated as a part of the care

process.

3.3.2. CDS Adoption challenges

Despite the benefits demonstrated by various trials and reviews, the adoption rate of
CDSS remains low [2], [121]. Some of the reasons include technical factors such as
complexity to share CDS knowledge with other systems [118]. Figure 7 shows ten
challenges for CDS adoption identified by Sittig et al., based on their practical experience
[122]. The authors grouped these challenges into three categories: 1) Improve the
effective of CDS interventions, 2) Create new CDS interventions, and 3) Disseminate

existing CDS knowledge modules.
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Prioritize CDS content and implementation
1) Create new CDS interventions = -
Mine large clinical databases to create new CDS_

Improve the human-computer interface
Summarize patient level information
2) Improve the effectiveness of CDS interventions Prioritize and filter recommendations to the user
Challenges in CDS Combine recommendations for patients with comorbidities
Use free text information to drive clinical decision support

Disseminate best practices in CDS design, development and

implementation
3) Disseminate existing CDS knowledge and interventions
) 9 9 Create an architecture for sharing executable CDS modules and services

Create internet-accessible clinical decision support repositories

Figure 7: Challenges in CDS identified by Sittig et al., [122]

The third category illustrates the need for creating an architectural approach for sharing
executable CDS modules and services. This caters for the need to maintain an
independent CDS implementation, which is separate from the organizational healthcare
infrastructure and can be consumed or reused by several healthcare organizations with
minimal effort. Sittig et al., suggested two options to achieve this goal: 1) design
knowledge modules that can be loaded into a clinical information system, or 2) execute

CDS as a remote service using a standard interface through the network.

Fox et al., [119] continued the discussion about the challenges defined by Setting et al.,

and highlighted the following four research areas that formally address CDS related issues:

¢ Decision-making and decision theory: It is related to research on reasoning,
problem solving, and decision-making. Disciplines that investigate these topics
include applied mathematics, statistics, economics, and computer science.

e Process modelling and workflow: Examples in this area include development of
formal notations for modelling and automating business process such as Petri Nets
[123].

e Knowledge representation: It is related to research on clinical knowledge
representation. Some efforts in this area include the development of clinical
computer-interoperable guideline modelling languages [53].

e Organizational theory: Investigates the complexities of human organizations

and how the introduction of technology can assist an organization achieve its goals.

From the above four research areas, “Knowledge Representation” and “decision —making
and decision theory” are important for CDS features like: summarizing patient
information, prioritizing and filtering recommendations and improving computer user

interfaces.
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From an implementation point of view, Fox et al. [119] identified the following four

challenges in CDS:

Joint and distributed execution of plans within organizations: It is related to
the complexity in executing care plans. Care plans usually consist of many
services provided by different teams, these services could be a part of multiple
workflows or sub-plans.

Management of patient over time: Challenge of dealing with clinical pathways
for longitudinal care.

Joint and distributed decision-making: This is about how to support group
decision making. For example for a patient in oncology, the care is provided by
a number of actors from different departments. Surgical teams for biopsies,
Laboratory for test results, Specialist oncologist for care and treatment plan, and
specialized medication department like chemotherapy. This scenario requires
actors from these different teams to provide timely care to the patient in order to
prevent worsening of the condition. A CDS capability allowing collaborative
management of such a clinical scenario would result in well-timed diagnosis and
treatment of the patient.

Managing distributed knowledge and data within and between organizations:
This is related to the complexity to manage data that is distributed among multiple

sources (e.g., medical record, medical devices, and healthcare systems).

Addressing these challenges requires a holistic approach that integrates patient

information distributed throughout the organization. The following concept map (figure

8) shows these challenges (round boxes) and the research areas (ovals) that address them.
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Figure 8: Challenges in CDS identified by Fox et al., [119].

In addition to the challenges reported by Sittig et al., [122] and Fox et al., [119] the HL7
CDS work group identified a set of capabilities and services (figure 9) that health
information systems (HIS) must support in order to facilitate a service-oriented
implementation of CDS [41]. It is highly unlikely that all of these functionalities are
supported by the current systems. Therefore, another concern that arises is how to provide

these capabilities to the systems currently available in the organization.

Use of Appropiate, Standard information Models and Terminologies

| Ability to Leverage a Decision Support Service (DSS)
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Figure 9: Service and capabilities required from HIS to enable a service-oriented CDS, adapted from [41].

Based on this analysis, it can be speculated that in order to address many of the challenges
in CDS, an information technology (IT) architectural approach that incorporates the key

strategic goals of the health care organization is required. Adopting a standards based
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approach for CDS in HIT will result in long-term benefits for the organization in terms
of addressing interoperability between legacy and new systems. The next section

describes the standards currently being used for enabling standards-based CDS in a HIT.

3.4. CDS related standards

Arden Syntax

Arden Syntax is a standard maintained by HL7 that allows representation of clinical
knowledge in an executable format [124]. Arden Syntax was specifically designed to
implement CDS systems. The standard provides mechanisms to specify variables that
contain health information and to define clinical decision support logic in a language that
it is easy to understand by domain experts. In Arden Syntax the CDS logic is independent
from the implementation details (e.g., programming language of the CDS system). The
CDS logic is organized in self-contained files known as Medical Logic Modules (MLMs),
which can be executed by direct invocation or by events. The main weakness of this
standard is the lack of support for the semantics of the data that is used by the MLMs
[113], [124], [125] . This problem is commonly known as the “curly braces problem”
[124]. The expressions inside the curly braces define the interaction between the MLMs
and the healthcare system. The curly brace expressions are highly coupled to the specific
implementation of the CDS, which has prevented the creation of a repository of MLMs
and knowledge bases that could be shared between different institutions [124]. A
proposed solution to the curly braces problem is the integration of the expression language
GELLO [126] into the MLLMs and use of the standard Virtual Medical Record (vMR) [59]
to define an interface between the healthcare information system and the CDS system
[124]. GELLO provides a standardized query language to access data from healthcare
information systems and the vMR allows interfacing proprietary database models and
standard-based CDS systems. Figure 10 shows how this approach would allow
developers to connect standards-based CDS systems to any vMR-complaint healthcare

system.
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Figure 10: Proposed solution for the "curly brace problem", adapted from [113].
Virtual Medical Record (vMR)

One of the main barriers that prevents the implementation of CDS at scale is the wide
variety of information models, terminologies and knowledge bases used by health
information systems [2]. Without a common clinical information model, implementation,
maintenance and transferring of data between CDS systems and other healthcare systems
becomes problematic. The Virtual Medical Record (vMR) is a standard information
model that was designed to solve this problem [127]. It includes a set of clinical data
elements required to implement CDS and defines the inputs and outputs between CDS

systems and health information systems.
Decision Support Service Specification (DSS)

Several organizations and governments have recognized the benefits that Service
Oriented Architecture (SOA) can provide to health care and have created a global
community known as Healthcare Services Specification Project (HSSP). SOA is a
computing paradigm for organizing and consuming distributed functionalities, this
concept 1s described in more detail in section 2.5. HSSP is a joint effort between Health
Level 7 (HL7) and the Object Management Group (OMG) that focuses on service

specification standards based on SOA principles [60]. HL7 is an international authority
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on standards for interoperability of health information technology [128] and OMG is an
international authority on computer standards for a wide range of industries [97]. The
Decision Support Service (DSS) is one of the standards created by the HSSP. The DSS
receives patient data as input and returns patient-specific assessments and
recommendations. In order to request an evaluation to the DSS, the service client must
specify which knowledge module will be used for the evaluation, and also submits the
patient data required for the knowledge module. Conceptually the DSS plays the role of
a gatekeeper of one or more modules of medical knowledge. Every module of clinical
knowledge is capable of using patient data in order to provide machine-interpretable
conclusions. The DSS can accept as payload patient data representations based on
standards such as Consolidated Clinical Document Architecture (C-CDA) or vMR [129].
The first release of the DSS specification only supported SOAP Web services [129]. The
first open source implementation of this standard has been developed by OpenCDS,
which is a multi-institutional collaborative effort lead by Dr. Kensaku Kawamoto [130].
At the moment of writing this thesis, OpenCDS only supports payloads based on vMR as

the information model standard.
Retrieve, Locate, and Update Service Specification (RLUS)

Retrieve, Locate, and Update Service (RLUS) is another Web service standard result from
the HSSP effort. RLUS defines a set of interfaces that allows locating, accessing and
updating health data from healthcare organizations [131]. RLUS introduces the concept
of “semantic signifier,” which facilitates use of the functionalities of the service with
different data models. For example an RLUS service can support payloads based on

standards such as vMR or CDA.

3.5. Importance of Software Architecture

The International Organization for Standardization (ISO) defines architecture in the
context of software engineering as “the fundamental organization of a system, embodied
in its components, their relationships to each other and the environment, and the principles
governing its design and evolution” [132]. The Open Group Architecture Framework
(TOGAF) standard provides two definitions for architecture, depending on the context

[133]:
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a) “A formal description of a system, or a detailed plan of the system at a component
level to guide its implementation”
b) “The structure of components, their inter-relationships, and the principles and

guidelines governing their design and evolution over time”.

3.5.1. Enterprise Architecture Framework

EA is defined by the MIT Center for Information System Research as "the organization
for business process and IT capabilities reflecting the integration and standardization
requirements of the firm's operation model" [134]. In order to develop complex IT
solutions, industries usually adopt an Enterprise Architecture Framework (EAF) that
supports Enterprise Architecture (EA) [135]. The use of an EAF streamlines and
simplifies architecture development, provides a comprehensive coverage of the selected
solution and ensures that the designed architecture can grow according to the organization
needs [136]. Some of the most important EA Frameworks include Zachman [137],
TOGAF standard [138], Federal Enterprise Architecture Framework (FEAF) [139],
Department of Defence Architecture Framework (DoDAF) [140], Gartner [141] and
Open group ArchiMate

It is important to note here that organizations may adopt more than one EA framework.
This approach is adopted at any stage during the enterprise life cycle depending upon
solving a problem that pertains to the architectural layer concerned [135]. The survey
conducted by Cameron and Mcmillan indicates that the TOGAF standard is commonly
used as a process for building the technology layer, Zachman for taxonomy, Gartner for
business architecture, FEAF for reference models and segment architecture, and DoDAF
for governance [135]. Since the focus of this thesis is built on the grounds of enterprise
architecture, The Open group ArchiMate specification is commonly used in conjunction
with technological specifications in the TOGAF model. ArchiMate represents the
interactions among different components that built the enterprise architecture; ArchiMate

1s discussed in detail in the next section.

3.5.2. The Open Group ArchiMate® standard

Some of the main aspects of the EA include identify and express the needs of an enterprise
as well as establish goals or expectations and plan of action to achieve them. ArchiMate

is an open and independent modelling standard that was developed to support these
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aspects of the EA [142]. This modelling standard focuses on the overview and coherence
instead of the specificity and detail, as do other modelling languages such as UML
(Unified Modelling Language) and BPMN [143]. An important feature of ArchiMate is
that it allows the architect to accurately model, analyse, and visualize relationships
between business domains [142]. ArchiMate was originally developed by a collaborative
research project that involved several Dutch research institutes as well as government and
financial institutions [143]. The standard was later transferred to the Open Group and
evolved to be fully aligned with the TOGAF standard [142]. The various notations of the
ArchiMate standard are described in detail in Appendix C.

3.6. Service Oriented Architecture

Service Oriented Architecture (SOA) is an architectural style that sees services as the
functionalities that a system or business can deliver. These services can be used to build

new business processes or applications.
Definition of SOA
The following are some of the definitions commonly used to describe SOA:

e Thomas Erl defines SOA as “an open, agile, extensible, federated, composable
architecture comprised of autonomous, Quality of Service (QoS)-capable, vendor
diverse, interoperable, discoverable, and potentially reusable services,
implemented as Web services” [58].

e The OASIS Reference Model for SOA (SOA-RM) defines SOA as “a paradigm
for organizing and utilizing distributed capabilities that may be under the control
of different ownership domains[144]. Capability is then defined as “a real-world
effect that a service provider is able to provide to a service consumer” [144].

e Papazoglou defines SOA as “a logical way of designing a software system to
provide services to either end-user applications or other services distributed in a

network through published and discoverable interfaces” [145]
Importance of SOA from an EA point of view

There are several benefits of applying SOA when developing software. The SOA-RM
emphasizes that adopting the SOA paradigm enables interoperability, growth and reuse

of software assets [144]. SOA also increases the return of investment (ROI) by
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facilitating integration of legacy systems with contemporary applications, accelerating
development of new solutions and enabling rapid changes to meet the challenges of the
organization [58]. These benefits have made SOA the preferred architectural style for

designing enterprise applications according to a report published by Gartner [146].
SOA Infrastructure Layers

A SOA-based system usually comprises various abstract layers. Each of these layers has
different functional properties and is managed at a different level of detail. Figure 11
shows an example of a SOA-based service in a manufacturing business. This model

shows the following six levels [145]:

1. Business Domain: This layer contains services of the area of interest of the
organization. Figure 11 shows a service called “distribution” which is one of the
services that matters to customers. This service is composed of three business
processes (e.g., purchasing, order management, and inventory).

2. Business Processes: This layer provides high-level business process (e.g.,
purchasing, order management, and inventory). These business processes are
multi-step business interactions that use less complex services such as create an
order, schedule an order or check order progress.

3. Business Services: This layer contains appropriate units for business processes.

4. Infrastructure Services: This layer includes functionalities such as service
monitoring, service management, authentication, logging and security. Some of
these functionalities are usually provided by an Enterprise Service Bus (ESB).

5. Component-based service realizations: This layer provides service
implementations based on existing applications contained in the Operation
Systems layer.

6. Operational Systems: This layer includes enterprise applications such as
Customer Resource Management (CRM) systems, Enterprise Resource Planning

(ERP) systems, databases, packed applications and legacy applications
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Figure 11: SOA layers for abstract functionality in an Enterprise Architecture [84].

A brief description SOA Concepts

Service is the main concept in SOA and identifying services in an organization is vital to
ensure a successful enterprise solution. A Service can be described as a well-defined,
encapsulated, reusable, business aligned capability [147]. The issues related to service
design can be addressed using the “service-orientation principles “described by Thomas
Erl [58]. These principles address issues such as “How services should be designed?”,
“How messages should be designed?” and “How should the relationships between

services be defined?” [58]. A brief description of these principles is listed below:

¢ Loose coupling: Minimizes dependencies and relations between services.
e Service contract: Defines an agreement that describes the service and terms of
information exchange.

e Autonomy: The service has control over its own logic implementation.
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e Abstraction: The service implementation logic is hidden from the service
consumers.

e Reusability: The services are designed in ways that support potential reuse.

e Componsability: Services can be used to build other services.

e Statelessness: Services are designed in a way that minimizes retention of
information related to specific activities.

e Discoverability: Services can be discovered and assessed by service consumers.
Methodologies for implementing SOA based solutions

Several methods and techniques have been developed in order to effectively incorporate
the “service-orientation principles” and address challenges such as composing and
combining new services during the development of SOA-based projects [147]. Some of
the most important methods for developing SOA-based solutions include the Service
Oriented Modelling and Architecture (SOMA) from IBM [147], Service Oriented
Analysis and Design (SOAD) also from IBM [6] and Thomas Erl’s methodology [58].
Other significant efforts that address the complexities of SOA are the standards SOA-RM
and the Service Component Architecture (SCA) [65] maintained by OASIS. The SOA-
RM [144] is a reference model that provides definitions and vocabularies at a high level
of abstraction that applies to all SOA and SCA is a set of specifications specifically
designed to build distributed applications based on SOA. SCA represents the next step
in the evolution of SOA, raising the level of abstraction and addressing two critical issues
of software development namely complexity and reusability. SCA hides the complexity
such as specifying security, reliability and other quality of service elements from the
application code. SCA was originally developed by big vendors such as IBM, SAP, and
Oracle among others, and it has gained increasing attention by developers of SOA

solutions. SCA is reviewed in more detail in the next section.

3.7.  Service Component Architecture

SCA is a set of specifications that provides a model to build SOA-based applications.
The SCA effort started in 2005 by a group of vendors that includes IBM, Oracle, SAP,
and others and handed over to OASIS in 2007. Some of the open source implementations
include Apache Tuscany [67], Fabric3 [68], FraSCAti [69] and Red Hat SwitchYard [70].

In SCA, services are wired together in order to build an application. Services can be
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implemented using different technologies and programming languages such as Java, C++
or specialised languages like the Business Process Execution Language (BPEL). The
main specification is the SCA Assembly model, which provides a standardized XML
representation to define the configuration of the SCA application. SCA defines a model

for the SCA component (figure 12) and a model for the SCA composite (figure 13).

=

Figure 12: SCA Component Diagram [65]

T T

Figure 13: SCA Composite Diagram [65].

As is shown in figure 12, SCA components provide functionality through “services” and
their dependencies are defined through “references.” Properties allow configuration of
the application using external values. Different programming languages can be used to

implement the logic of the SCA components. Figure 13 shows how component A is
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connected or “wired” to Component B in order to create a composite service. Inside the
SCA composite, services can be promoted, which means that the functionality of the SCA
composite service will be provided by the promoted service. Similarly, references can be
promoted, which define dependencies with external resources. The composite services
and references define how the SCA composite will be exposed and connected to
dependencies. Finally, composite applications are deployed in a SCA runtime, which is
usually a part of an ESB [10]. The ESB concept is explored in more depth in the next

section.

3.8.  Enterprise Service Bus

The ESB is a software pattern that can provide the necessary infrastructure to support
service orientation[7], [9]. ESB acts as an intermediary, routing, transforming or
enriching messages between service providers and service consumers. As mentioned in
section 2.4.3, the ESB is often used to provide the “infrastructure services”. This is

because the ESB can support various patterns as is shown in figure 14 [148].

Figure 14: Some of the patterns and sub patterns supported by the ESB (adapted from [148])

Some of the patterns and sub-patterns supported by the ESB are briefly described below:

e Intermediate routing: Based on routing logic allows definition of the source and

destination to forward request and response messages.
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o Event-driven messaging: Most of the ESBs provide publish/subscribe
mechanisms that allow subscribers to receive notifications of events that occur at
the boundaries of the ESB.

e Asynchronous queuing: Allows the exchange of asynchronous messages, which
increase the reliability of message delivery.

e Service broker: Includes patterns such as communication protocol bridging, data
model transformation and data format transformation, which enable integration

with disparate systems.

3.9. Business Process Management

In an SOA based enterprise architecture, complex services resulting from various
business interactions take place in the functional SOA layer defined. These interactions,
“business processes” are described in detail in section 2.5. Business Process Management
(BPM) is a well-established discipline that “combines knowledge from information
technology and knowledge from management sciences and applies this to operational
business process” [149]. In SOA, business processes are usually accomplished through
Web service composition using BPM languages such as the Business Process Execution
Language (BPEL) or Business Process Model and Notation (BPMN). The combination
of SOA and BPM technologies enables the organization to build executable business
processes that span multiple systems and organizations. It also allows continuous
monitoring and optimization processes to be supported. All of these benefits improve
business agility and result in significant costs savings [150]. In the context of heath care,
clinical practice that describes the sequential flow of clinical activities can be represented
using business processes. Clinical guidelines describe flexible collaborative processes,
structuring them into activities (tasks), which at times require human intervention [120].
Business process technology can be applied to consider all the guideline aspects: tasks,
execution flows, participants, conditions, scheduling and temporal properties. Moreover,
these models could also consider other temporal and management issues related to actor
unavailability (e.g., vacations, holidays, and periodic work shifts and of physicians and
nurses). For this reason, business process technology can be considered a suitable
approach to manage all the guideline aspects, further enriching process and related
information [120]. Recently, the BPMN language has become the preferred standard for

business process modelling in industries like manufacturing and financial processes, [72].
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Furthermore, BPMN 2.0, which is the latest version released in January 2011, allows
modelling of different sets of business processes such as orchestration and collaboration
and also extends the definition of human interactions [71], which are important concepts

in healthcare. The BPMN standard is described in more detail in section 2.8.1.

3.9.1. Business Process Model and Notation

(BPMN)

The primary goals of BPM models are three-fold: 1) document how the organization
operates, 2) analyse processes in order to improve them, and 3) coordinate the execution
of the process through the deployment of the model into a business process management
system [151]. Business Process Model and Notation (BPMN) is a standard maintained
by the Object Management Group (OMG) that can achieve the above mentioned goals.
It provides a graphical notation that can be understood by domain experts and technical
developers and has been adopted by the majority of software workflow suites [72].
Although BPMN has a large set of symbols, it has been observed that most business
process can be described using a small portion of the BPMN constructs [152]. Figure 15

1s a BPMN model that describes a hypothetical process for an insurance claim.

1
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Figure 15: Hypothetical process for insurance claims

The BPMN construct Pool is used to describe the insurance claim process that takes place
inside of a Medical Insurance Company. The actors involved in the process are
represented by Lanes (i.e., Medical Insurance Claim System and the Insurance Manager).

The process is initiated by the “Receive Claim” that is represented by a start event. The
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Activities are symbolized by round boxes. The activity “Validate Data” is responsible for
verifying data such as patient SSN, Health provider identification and policy number. If
the system detects some inconsistencies in the data, it will generate a validation issue
report and the process is terminated. If the data provided is correct, the system will
determine the insurance coverage. If the insurance coverage is less than $10,000, then
the system will automatically adjudicate the claim, otherwise the insurance manager will
have to review the insurance claim and provide an approval. If the approval from the
manager is received then the system will adjudicate the claim, otherwise it will generate
an approval issue report and the process is terminated. As is shown in figure 15 the
diamond shaped boxes with an X inside, are used to define that the process will take only
one route (i.e., Yes or No). The end of the process is represented by the end event (i.e.,

circle with a thick line).
The various notations of a BPMN Process model are described in detail in Appendix B.

Usually, important business logic, which is encapsulated inside of the Activities of the
business process model, is defined using Business Rules (BR) technology. Section 2.8.2,

describes the concept of BR in more detail.

3.9.2. Business Rules

Automating business process through IT provides advantages such as increased
productivity and rapid access to information. However, during the development of the
information systems, important regulations, policies and core decision logic of the
business are often embedded into the code of various systems distributed across the
origination [153]. This allows the organization to identify and verify if process relevant
rules have been implemented and whether they have been followed consistently [153].
This problem also allows domain experts to identify new business opportunities and
make quick changes in order to meet the requirements of the organization [153]. In order
to avoid these issues, regulations, policies and business logic can be extracted from
information systems using Business Rules (BRs) technology. A Business Rule (BR) can
be described as a “statement that defines or constrains some aspect of the business. It is
intended to assert business structure or to control or influence the behaviour of the
business. The business rules that concern the project are atomic — that is, they cannot be

broken down further” [154]. BRs are expressed in a language that all stakeholders can
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understand and are usually centralized and managed in a Business Rules Management
System (BRMS) [155]. Some of the most common formats for authoring business rules
include: if-then rules, decision tables, decision trees, scorecards and custom languages
[156]. The If-then format is the preferred type of language for condition-action rules

[156].

For example, the Validate Data activity of the processes showed in figure 15 of section
3.9.1 can be expressed using if-then type rules. Assuming this activity includes the
verification that the service provider is in the list of service providers for the insurer. This

business rule can be expressed as follows:

In the healthcare insurance scenario described above, the example for function Validate

Data describes the if-then logic is described below:

Logic Description

The claim form received by the application consists of data like: Patient’s Social Security
Number (SSN), Health provider identification and insurance policy number. For the
activity Validate Data to execute, it must check if this information exists in a valid form
and then proceed to the next step. The service Validate Date checks this information in

the following manner

Logic expressed as Rule
If

Patient’s Social security Number IS VALID

Health provide identification 1S VALID
Insurance policy number IS VALID
Then

The Claim IS Valid

Once it has been established that the claim is Valid, the process moves to the next step.
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3.9.3. Combining the SOA and BPM paradigms

Service oriented architecture is founded on the principles of reusable federated web
services. The advantage of embedding business functionality in a web service is that it
builds up a repertoire of services, which can be exposed to external applications and hence

allow reusability of core business functionality.

From an architectural layer point of view, web services enabled by SOA are available to
be accessed as either composite applications or standardised web interfaces by external
client applications. The capabilities of SOA web services down to the functionality level
can be accessed by applications residing at the integration level of the architecture. These
services can then be invoked as business processes to enable a BPM and SOA based
enterprise architecture. Secondly, the tasks embedding the business logic in a BPMN

model can be executed using a business rules engine

3.10. Human Interaction workflows

In order to execute organizational processes efficiently, it is important to enable an
organizational setting where all healthcare staff and other stakeholders are aligned around
the same objectives (e.g., provide health care, reduce accidents, etc.) and work in a
collaborative manner. Creating such an environment requires allocation of
responsibilities among healthcare professionals and support staff, and also different
divisions working towards the same goal. Supporting organizational and clinical
processes is one of the main roles of modern IT architectures. In fact, continuous process
improvement resulting in valuable outcomes would not be possible without help from IT
[157]. Workflow technology has proven to be effective in supporting processes where
humans are actively involved and interact with information systems [158]. The workflow
technology that supports these types of processes is also known as “human interaction

workflows” [158]. Three core components of human interaction workflows are:

Tasks: Human interaction workflows usually perform a set of activities that are part of a

larger process that is composed of automated and non-automated tasks.

Role: Each activity in the human interaction workflow is assigned to a role, which

represents a group of employees with the ability to carry out that specific task. The
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definition of roles provides some flexibility to the organization, since several employees

are capable of performing the task.

Task List: An important concept in human interaction workflows is the list of tasks
represented in a graphical user interface. This allows employees to directly interact with
the process. For example, each employee can login into the system and review the list of
tasks assigned to their role and claim the task that he or she wants to perform. The data
that is produced as a result of this task is then evaluated by the system, which determines

the next step in the workflow.

Several organizations have recognized the importance of human interaction for
supporting the business process in SOA-based systems and have created standards that
define the interaction between the human and the system. Some of these standards are

described in section 3.11.

3.11. SOA Standards for human interaction

SOA has proven to be an ideal way of developing software to support processes.
However, it is important to take into account that in a complex setting such as healthcare,
services are provided not only by systems, but also by humans. Implementing these
human task enabled services depends upon a number of factors, the most important one
being providing results according to the availability of resources. Secondly, as humans
work at varying speeds, the time taken to provide the resultant data from these human
task enabled services may vary considerably. The SOA platform must support
asynchronous communication and service composition using services provided by
systems as well as human services [159]. The need for human interactions has led to the

development of a number of specifications described below:

1.  BPEL4People: BPEL4People is an extension of the specification BPEL 2.0 [160]
that facilitates orchestrated interactions between Web services but does not include
the concept of human interactions[161]. Some of the concepts introduced by
BPEL4People include:

- Generic process-related human roles (process initiator, process-related
stakeholders and business administrators).

- Mechanisms to assign people to activities.
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“People activity” which allows definition of human interactions within
BPEL models.

- Distinguish between local and remote human tasks.

2. WS-HumanTask: BPEL4People is closely related to WS-HumanTask, which was
also developed by the same technical committee [162]. The specification WS-
HumanTask defines the notion of human tasks, which is used to specify work that
has to be carried out by people and allow the integration of humans in SOA-based
applications. The following are some of the features defined by WS-HumanTask:

- Assign people to tasks (i.e., roles such as task initiator and task stakeholder)

- Ad-hoc attachments or comments to tasks.

- Defines two interfaces for human tasks: 1) Expose service provided by the
human task, and 2) Allow people to deal with tasks.

- Setting timeouts for tasks and actions to be taken if the timeout expires
(i.e., escalation actions).

- Specify how the human tasks may be rendered on different applications or
devices.

- Define notifications (i.e., missed deadlines).

Together, these specifications rely on other standards such as XSLT, Infoset, XPath,
WSDL, XML Schema, WS-Addressing, WS-Coordination and WS-Policy. WS-
HumanTask is not tied to BPEL. Several vendors have implemented this specification in
business process engines based on the business process language BPMN, which also
supports human interaction and is the preferred standard for business process modelling
[72]. BPEL is primarily oriented to technical users in contrast to BPMN, which provides
a graphical notation that can be understood by domain experts and technical developers
[72]. The simplicity of the BPMN graphical notation makes it a good option for

modelling processes in the healthcare domain.

3.12. Summary and conclusions

From the results of the literature review described in chapter 2 and in this chapter, the

following identified issues will serve as a basis for this study:

Requirements for SOA based Architecture for CDS
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e There is a need for an architecture model for sharing executable CDS modules
and services.

e Provide an interface that facilitates domain experts to understand the decision
making logic and also provide the mechanism to make quick changes in a process.

e Clinical workflows designed to support an HCO must address the diverse needs
of factors such as the complexity of clinical scenarios, clinical settings (scale of
the HCO) and the institution’s strategic goals. The literature survey and past
experiences with HIT implementations indicate that it cannot be a one-size-fits-
all solution; rather a decentralized approach must be adopted for this
implementation to address the multiple requirements of an organization.

e The architecture has to be designed keeping in view a plethora of data models
used by multiple information systems in an organization. In order to make the
exchange of data a robust process, the data models must be viewed in detail at the
design level in order to provide long-term benefits.

e It has been inferred from the literature review that interoperability is one of the
key challenges when building a HIT infrastructure. This not only includes the IT
solutions for clinical decision support but other systems such as legacy systems,
PAS, LIS etc. Implementing systems that have interoperability as a core feature
must be a part of the strategic goal of implementing an HIT in an organization.
Having an effective communication mechanism across applications will bring
together independent systems and legacy systems.

e In alarge scale enterprise healthcare architecture, various vendors are involved in
providing specific solutions. These solutions may be deployed locally or in the
cloud. This gives rise to a distributed infrastructure for HIT. The organization
must allocate sufficient resources to manage the distributed nature of IT systems

that together deliver the goals of the HCO.

Propositions for an SOA based architectural solution for CDS

e Approach for development of complex HIT systems
o Adoption of an EA framework like TOGAF.
o Adopt EA modelling languages such as ArchiMate
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e Development of a standard-based service oriented architecture that will allow
access to healthcare data from multiple distributed healthcare systems.

o SCA: Using a SOA-based programming model will enable enterprise
functionalities to be exposed as web services, thus allowing reusability by
other applications desiring the same functionality.

e BPMN

o Simplistic view of complex interactions among various actors in a clinical
and non-clinical workflow.

o Support of human interactions in addition to automated systems for the
purpose of decision support.

e Business Rules

o Business Rules expose business logic in a human readable format,

o Feasible for embedding logic for clinical decision support in the form of
rules.

o Allow domain experts to make quick changes to address organizational

agility.

Integration of HIT Tools and Technologies using enterprise service bus
o Allows interoperability between different systems.
o Development of adapters for different healthcare standards.
o Allows integration of different CDS services that may or may not be a part

of the EHR.

Standard interfacing with EHR to provide CDS results to the physician at the point

of care.

The propositions mentioned above will be used as a basis for developing an integration
solution for providing CDS at the point of care. The case studies testing the feasibility of
this architecture solution will follow in Chapter 4 for WGS enablement for CDS. Chapter
5 tests this architecture for Diagnosis and Urgent Referral (COPD, and Lung Cancer).

Finally Chapter 6 tests this architecture for Organizational practice.
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Chapter 4

Whole Genome Sequence Guided
Clinical Decision Support
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4.1, Introduction

This chapter describes the design, development and evaluation of an architecture that
supports WGS-guided CDS services. This chapter addresses the research objectives
described in Chapter 1. The architecture includes a CDS Web service, EHR, WGS data
service and an ESB. The function and interaction of each of these components is
described through a clinical scenario of a hypothetical patient with high risk for Lynch
syndrome based on genomic information. Since the first draft of the human genome was
published in 2001, the area of DNA (Deoxyribonucleic Acid) sequencing has experienced
tremendous progress and continually cheaper and more rapid methods are developed
[163]. Whole Genome Sequence (WGS) is one of the technologies that offer
identification of gene variants that cause disease. This type of information will be
available shortly for use in clinical settings and will enable physicians and other health
professionals to provide personalized medicine [163]. The concept of personalized
medicine is an important growing field of healthcare that uses a person’s unique clinic,
genomic and environmental information to optimize health care [164]. Several studies
have shown that personalized medicine can improve health care considerably as each
person reacts differently to medications and treatments and these differences are often
anticipated by identifying genetic variations [165]. Despite the benefits of the use of
genetic information in the clinic, there are several barriers that must be overcome before
this becomes a reality. Some of these barriers include: 1) limited knowledge of genetics
among physicians, 2) complexity of genome information, 3) and lack of experts in
genetics in clinical environments [166]. CDS offers a potential solution to overcome
these barriers facilitating the use of WGS information during routine patient care [166].
Nevertheless, due to continuous advances in genome interpretation and the complexity of
the information, there are several aspects that must be considered when developing CDS
based on WGS information [167]. Moreover, to be effective, CDS must be delivered

within the clinical workflow at the point of care and at the time of decision making [166].

4.2. Whole Genome Sequence

WGS provides detailed information about the genomic variations for a specific person.

These variations are differences in the sequence of DNA from one individual to another.
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WGS information can be used to identify pathogenic variants in disease-causing genes
and assist in the diagnosis process. The following table shows some of the potential
examples identified by Welsh et al., where the use of WGS information can enable CDS
[168].

Table 11: Potential examples of use of WGS information to enable CDS [168].

CDS functionality type | Clinical genomics example

Medication dosing | CDS automatically adjusts warfarin dosing as a result of known alleles in

support the VKORCI and CYP2C9 genes.

Order facilitators An order for colonoscopy is recommended at a younger age as a result of
known pathogenic mutations in genes associated with colon cancer.

Alerts and reminders During medication ordering, gene variants known to affect drug

pharmacokinetics are checked and clinicians are alerted to potential gene-
drug interactions.
Relevant information | Context aware infobuttons in the problem list leverage genome data to

display provide genetic risk information for a patient with breast cancer.

Expert systems The EHR provides a 10-year cardiovascular disease risk score based on
clinical, environmental, and genetic risk factors.

Workflow support The EHR schedules a generic counselling consultation during prenatal visit

due to the presence of an X=lined disease gene variant.

4.3.  Technical aspects to consider when using genome

data with CDS

Due to the complexity and volume of the genomic sequence information, there are several
aspects to consider before integrating with clinical systems. Masys et al., defined a list
of technical features that should be supported in order to efficiently integrate genomic
information with EHRs [169]. Later, this list is extended by Welsh et al., in order to fulfil
the specific requirements of CDS [168]. Table 12 shows the complete list of requirements
for the integration of genomic data with CDS. Each of these technical features is briefly

discussed below.

Table 12: Technical requirements defined by Masys et al. [169] and Welch et al. [168].

Desiderata for the integration of genomic data into EHRs defined by Masys et al. [169]
1. Maintain separation of primary molecular observations from clinical interpretations of those
data
2. Support lossless data compression from primary molecular observations to clinically
manageable subsets
3. Maintain linkage of molecular observations to the laboratory methods used to generate them
4. Support compact representation of clinically actionable subsets for optimal performance
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5. Simultaneously support human-viewable formats and machine-readable formats in order to
facilitate implementation of decision support rules

6.  Anticipate fundamental changes in the understanding of human molecular variation

7 Support both individual clinical care and discovery science

Additional desiderata for the integration of genomic data with CDS defined by Welch et al. [168].
8. CDS knowledge must have the potential to incorporate multiple genes and clinical information
9.  Keep CDS knowledge separate from variant classification
10. CDS knowledge must have the capacity to support multiple EHR platforms with various data
representations with minimal modification

11. Support a large number of gene variants while simplifying the CDS knowledge to the extent
possible

12.  Leverage current and developing CDS and genomics infrastructure and standards

13. Support a CDS knowledge base deployed at and developed by multiple independent
organizations

14. Access and transmit only the genomic information necessary for CDS

Maintain separation of primary molecular observations from clinical interpretations of
those data — Laboratories commonly report the genetic variations following the practices
of pathology and radiology, where just a small number of observations are cited along
with a professional interpretation. Since genomic science is continually evolving, there
is a need to separate the primary observations from their interpretation in order to be able

to update the interpretations at a later date.

Support lossless data compression from primary molecular observations to clinically
manageable subsets — Given the importance and volume of the genetic data (range from
gigabytes to terabytes in its raw form), it is necessary to use lossless data compression

techniques.

Maintain linkage of molecular observations to the laboratory methods used to generate
them — There are different technologies to generate the genetic sequencing. Each of these
technologies has advantages and disadvantages, for example, some biological phenomena
are not detected by certain methods. For this reason, it is important to keep information

about the method used to obtain the molecular observations.

Support compact representation of clinically actionable subsets for optional
performance — Use of codes or keywords that represent a physiological state, rather than
continually query the entire genome. For example, the patient presents a minor allele
variant CYP2C19*2, which is associated with altered metabolism of commonly

prescribed drugs.

Simultaneously support human-viewable formats and machine-readable formats in

order to facilitate implementation of decision support rules — The research literature
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about the relationship between the genetic variations and the clinical phenomena is
continually increasing, this makes it difficult for physicians to stay updated. However,
the use of decision support rules can help physicians to receive current patient-specific

information via alerts or reminders.

Anticipate fundamental changes in the understanding of human molecular variation —
The design of the EHR must take into account that the genomic information of an
individual is not immutable. Studies show that the genetic information can change due

to aging or mutations caused by diseases such as cancer.

Support both individual clinical care and discovery science — Well-structured genetic
information within the EHR would allow this information to be used to support research

in genomic discovery science.

CDS knowledge must have the potential to incorporate multiple genes and clinical
information — In order to provide an accurate assessment, the CDS knowledge base must
be able to incorporate different pieces of genetic information as well as clinical
information (e.g. age, weight, health history, co-morbidities) and environmental factors

(e.g. diet, physical activity, stress).

Keep CDS knowledge separate from variant classification — The interpretations of the
genetic variations are frequently changing due to advances in genetic science. Thus,
separating variant interpretations from the CDS knowledge base would facilitate the
management of the continuous changes in the variant interpretations without having to

make changes in the CDS knowledge.

CDS knowledge must have the capacity to support multiple EHR platforms with various
data representations with minimal modification — In order to be able to share WGS
enabled CDS across multiple different healthcare organizations, the architecture of the

CDS should not be tied to a specific clinical system.

Support a large number of gene variants while simplifying the CDS knowledge to the
extent possible — Since there is a large amount of variants per gene and continually new
variants are discovered, it would be inefficient to try to maintain CDS knowledge for
every variant. For this reason, it is advisable to classify variants with similar clinical

impact.
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Leverage current and developing CDS and genomics infrastructure and standards —
There are a number of standards and infrastructures that support the use of genetic

information and CDS, which can be used as a basis for the development of new standards.

Support a CDS knowledge base deployed at and developed by multiple independent
organizations — Since the time and cost of development of CDS knowledge can be
prohibitive for a single organization, there is a requirement to adopt an approach that
allows private or public organizations and individuals to easily modify and distribute CDS

knowledge.

Access and transmit only the genomic information necessary for CDS — Transmitting
the entire genome would be inefficient and insecure. Thus, it is recommended to only

provide relevant information for CDS.

4.4.  Clinical Scenario: Lynch Syndrome

4.4.1. Overview of Lynch syndrome

Lynch syndrome, also known as hereditary non-polyposis colorectal cancer, is a genetic
condition that increases the risk of colorectal cancer. Lynch syndrome also increases the

risk of other types of cancer such as stomach, intestines, liver, brain and skin cancers.

4.4.2. Genetic presentation of Lynch syndrome

Upon DNA analysis, patients who have pathogenic variants in genes such as MSH2,

MLH]1, MSH6 and PMS2 are at high risk of developing this condition [170].

4.4.3. Scenario for Implementation

In this section, a clinical scenario of a hypothetical patient with high risk for Lynch
syndrome based on her genomic information is described. It is recommended that
patients at high risk of Lynch syndrome receive screening colonoscopy every year or two
years beginning at age 20 [171]. The following sections use this clinical scenario to

demonstrate the functionality supported by the proposed architecture.
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444, Requirements for Implementation

1. An EHR capable of recording Patient Demographic data (such as age)
A Web service to collect patient data

Rules authoring for Lynch Syndrome Testing

Genetic database of patients

Recording Genetic testing results for patients

A O T i

Collecting genetic data for clinical decision support (recommendations for
colonoscopy)

7. A Service Enabling CDS

8. Providing CDS recommendations at the point of care

9. Integration of CDS Rules with the EHR

10. Standards based implementation

4.5.  Architecture Components

In order to implement the scenario explained in section 4.4.3, the developed CDS
architecture consists of the following four components:

a) WGS data service

b) EHR

c) CDSS

c) ESB

Figure 16 shows an overview of the message sequence between the four components.
The functionality of each of these components is described on sections 4.4.1 (WGS

Service), 4.4.2 (ESB), and 4.4.3 (CDS Service).

These four components are graphically represented using ArchiMate modelling language.
Some of the constructs of ArchiMate modelling language that are used for each of the

components are described on Appendix C:
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Section 4.7 Section 4.6 Section 4.8

Figure 16: Sequence of messages between software components.

The EHR is the system that initiates the interaction by sending a request for decision
support “getCDS()”. The request is a Web service call based on the HL7 Clinical
Decision Support Service (DSS) standard and consists of patient’s information following
the HL7 Virtual Medical Record (vMR) standard. After receiving the message request,
the ESB verifies if the vMR contains the information as required by the CDS service. If
the information is incomplete (e.g., lack of genome information), the ESB sends a data
request to the appropriate system (e.g., request data from the Whole Genome Data
Service). The missing information is then incorporated into the original vMR in order to
submit a request to the CDS Service. The response of the CDS service is forwarded by

the ESB to the EHR, which displays the recommendation to the physician as an alert.

4.6. WGS Data Service

To make patient’s genetic information available to other applications, a Web Service was
developed. This service is called “WGS data service” and consists of the following two

components:
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46.1. Genome Database

The Genome database is a relational database (MySQL). The database includes a table
called ‘patient genome’, presented in Table 13, containing the following columns

(column names in quotes):

Table 13: 'patient_genome' table description.

Column name  Description

MRN Medical record number which matches the patient id of the EHR.

gene The gene where the variant was detected, this is expressed using HUGO (Human
Genome Organization) Gene Nomenclature Committee (HGNC) standardized
nomenclature.

refSNP Reference SNP ID number assigned by the public archive for generic variation
Single Nucleotide Polymorphism Database (dbSNP) [172].

nuc_var Nucleotide variant according to the Human Genome Variation Society (HGVS)
nomenclature [173].

pro_var Protein variant defined using HGNC nomenclature.

Interpretation Clinical impact of the genetic variation defined by the repository of human genome
sequence variations ClinVar, which is supported by the National Center for
Biotechnology Information of the U.S. National Library of Medicine [174].

id Table primary key.

4.6.2. RLUS Interface

The information presented in table 13 (patient_genome) is then exposed as a SOAP Web
service based on the Retrieve, Locate, and Update Service (RLUS) standard. RLUS is a
Web service specification that was specifically designed to support SOA and allows
retrieving, locating, and updating patient data resources across and within healthcare

organizations [131].

The RLUS specification introduces the concept of “Semantic Signifier” in order to
separate functional capacities of the service (retrieve, locate and update) from the
semantic content. This allows the RLUS specification to support different information
objects and metadata. For instance, RLUS can be used to transfer clinical documents that
are based on standards such as Continuity of Care Document (CCD), Clinical Document
Architecture (CDA) or Virtual Medical Record (vMR). For this implementation the

standard VMR was selected since this standard was specifically designed to support CDS.
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The Web service specified by the RLUS standard includes seven methods (Describe,
Discard, Get, Initiate, List, Locate and Put). Because the main purpose of the application
is to provide information about the genetic variations of a specific patient that is stored in
a database, so for this implementation the ‘Get’ method is used. Figure 17 describes the
interaction between external Web service clients and the RLUS Web service interface of

the WGS Service data application.

External Client RLUS Interf ace

Get()

Gel Response()

Figure 17: Interaction between the RLUS Web service interface and external client.

Get() Request

The Get() message request is defined through “RLUSSearchStruct”, which is a structure
that includes information such as sematic signifier and search criteria (e.g., Expression or
Query-by-example). Figure 18 shows an example of a Get() message using a search

criteria by “Expression”.



75

|

b4

Figure 18: RLUS Get SOAP message request example.

As shown in figure 18, the following sections are described in detail below:
Semantic Signifier:
Defines the semantic-signifier, which must be a valid semantic name that indicates the
underlying XML schema used to format the response that corresponds with the retrieved
data from the retrieval process (1).
Filter Criteria:
The FilterCriteria includes four expressions that define a query to retrieve the genetic
information of the genes ASC (3), MUTYH (4) and MLH1 (5) located in the vMR
observationFocus element of the patient with identification number 33333 (2). The filter
criterion is based on the “Equal To” operation.
Results Ordering:
Requests to present the results in ascending order (ASC) (6).
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Get() Response

Figure 18 shows The Get Response() message of the request. It contains a VMR within

the SOAP message body.

Figure 19: vMR representation of a genetic variation in a GetResponse Message.

Figure 19 shows a snippet of the VMR of the Get Reponse() message containing
information of the variant of the gene MLH1. The vMR includes the observation value
“NM_000249.3:¢.982C” according to the HGVS nomenclature. The interpretation of
“pathogenic” is expressed using the LOINC (Logical Observation Identifiers Names and
Codes) system.



77

Figure 20: WGS data service application architecture.

Figure 20 shows an overview of architecture of the WGS data service application using
the ArchiMate modelling language. The components used for this architecture are
modelled and the relationships between the various components are presented The

content of the labels follow the style defined by Gerben Wierda [175]:

e First line: Grouping information in brackets, for the infrastructure layer, usually
the name of the device, e.g., [ubuntusrv1] and for the application layer the name
of the application, e.g. [WGSDataService] and [WGSbd].-

e Second line: Any name assigned by the architect.

e Third line: Type of the ArchiMate element, e.g. (Device), (Infrastructure Service),

etc.
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The components have been grouped in [ubuntusrv1], [WGSdb] and [WGSDataService].

a. The [ubuntusrv1] includes a 64-bit computer running a Linux Ubuntu 12.04 LTS
with the Relational Database Management System (RDBMS) MySQL
Community sever 5.6.15, a JBoss Application Server version 7 and the Oracle
Java Virtual Machine (JVM) version 1.7.

b. The [WGSdb] includes a database expressed as an artifact “WGS Data Base”,
which realizes the data object “patient genome”. The Infrastructure Services
“JVM” and “Java EE Server” are used by the Application Component “WGS
Application. The Infrastructure Service “MySQL Server” is used by the
Application Function “WGS Data Access” that accesses the data table
“patient_genome” and realizes the Application Service “RLUS Service”, which
at the same time is assigned to the Application Interface “RLUS SOAP Web

Service”.

Table 14 shows the hardware where the WGS Service was deployed and table 15 indicates

the software used for this implementation.

Table 14: Hardware used to deploy WGS service.

Processor Intel® Core™ i7 CPU 920 @ 2.67GHz x 8, 64-
bit

Hard drive 950 GB

Memory 16 GB

Table 15: Software used to deploy WGS service.

Operational System Linux Ubuntu 12.04 LTS, 64-bit
Database MySQL Community Server 5.6.15
JVM Oracle JVM 1.7

Application Server JBoss Application Server 7

4.7.  Enterprise Service Bus

The ESB is responsible for determining whether the message requests contain the
information required by the CDS service and acts accordingly by collecting data from the

corresponding system. The ESB is responsible for the Service Orchestration. Service



79

Orchestration can create new services by combining existing services within a business
process, which in controlled by one of the participating systems [176]. Writing the logic
to perform these tasks would typically require the intervention of a domain expert,
because it is the expert who has the knowledge of what patient information is required
and its location. Therefore, it was decided that the ESB should allow definition of the
orchestration logic by using a graphical business process language such as BPMN, which
can be understood by both developers and domain experts. Another, requirement was
that the ESB should support the SCA standard in order to ensure that SOA best practices
are followed. The figure 21 describes the configuration and main components of the ESB

using the ArchiMate modelling language.

Figure 21: Archimate model for ESB Overview.
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As shown in figure 21, the open source JBoss ESB SwitchYard was selected for the
implementation of this prototype. As shown in the Archimate model of the ESB, The

infrastructure services offered by this ESB include:

a. SCA runtime

b. Transport mechanism such as HTTP,
c. Business Process Engine,

d. Rule Engine

e. Apache Camel Integration Framework.

These services are provided by various open source technologies, which when working
together, compose the SwitchYard ESB. The ESB was installed in an x64 machine
running a Linux Ubuntu 12.04 LTS. To enable communication between CDS services
and EHR systems, an adapter of the DSS standard was created called ESB SwitchYard
HL7 CDS Service Adapter. This adapter is represented as an artefact, which realizes the
Application Component “HL7 CDS Service Adapter”. This application component

performs two functions.

a. CDS Service Provider

b. CDS Service Client.

The CDS Service Provider and CDS Service Client application functions realize the
Application Service “HL7 CDS Service”. The Application Function “CDS Service
Provider” is responsible for receiving the Clinical Data (represented as Data Object) that
come with CDS service requests. Similarly, for communication between the ESB and
WGS data service the adapter “ESB SwitchYard HL7 RLUS”, represented as an artifact,
was implemented. This adapter realizes the Application Component “HL7 RLUS
Adapter”. The Application Function “HL7 RLUS Get” is assigned to “HL7 RLUS Adapter”
that realizes the Application Service “HL7 RLUS”. The Application Function “HL7
RLUS Get” receives the Genome Data (represented as a Data Object) that results from the

WGS data service request.

The routing functionalities provided by the ESB are represented as the artifact “ESB
SwitchYard Routing Distribution”. This artifact realizes the Application Component
“CDS Routing” to which has the Application Function “CDS Routing Logic” is assigned
to. The Application Service “CDS Routing” that is realized by the Application Function
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“CDS Routing Logic* uses the “HL7 CDS” Application Service to access the Clinical
Data and verify if it contains enough information to use a CDS Application Service. If
the information is incomplete, the CDS Routing Logic uses the “HL7 RLUS Get”
Application Service to collect the missing information (Genome Data). Both data objects
Clinical Data and Genome Data allow the CDS Routing Logic to create the CDS Input
Object, which is then accessed by the Application Function “CDS Service Client” to send
arequest to an external CDS service. The hardware and software used to deploy the ESB

is described in Table 16 and table 17 respectively.

Table 16: Hardware used to deploy the ESB.

Processor Intel® Core™ i7 CPU 920 @ 2.67GHz x 8, 64-bit
Hard drive 950 GB
Memory 16 GB

Table 17: Software used to deploy the ESB.

Operational System  Linux Ubuntu 12.04 LTS, 64-bit
Database MySQL Community Server 5.6.15
JVM Oracle JVM 1.7
Application Server  JBoss Enterprise Application Platform
6.1

ESB JBoss SwitchYard which includes:

e  Apache Camel

e JBoss jBPM

e JBoss Drools

e SwitchYard SCA Runtime

The “CDS Routing Logic” provided by the ESB is described in detail in the next section.

4.7.1. CDS Routing Logic

The CDS routing logic is contained in the SCA composite shown by figure 22. This SCA

composite includes the following four SCA components:

e CamelServiceRoute
e ProcessComponent
e VeryGenomeDataServiceBean

e RequestGenomeDataServiceBean
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CDS Routing SCA

=)
VerifyGenomeDataServiceBean
ProcessComponent
L a

RequestGenomeDataServiceBean

6l ™
CDS_Provider - CDS Client
i —L ﬁ-‘ly_.

CamelServiceRoute

Figure 22: SCA Composite showing the CDS routing logic.

The CamelServiceRoute SCA component receives SOAP requests through the
CDS_Provider service (green arrow, left), and transforms the contained vMR document
into a Java object. This Java object is sent to the ProcessComponent SCA for evaluation.
The Java object result from the evaluation is transformed into a vMR document and
incorporated into a SOAP message request that is sent to the CDS Service through the
interface CDS_Client (purple arrow, right). The ProcessComponent SCA contains a
BPMN process (see figure 23) which is instantiated when new Java objects containing
the vMR are received. The two SCA components wired to ProcessComponent perform
tasks that are defined in the BPMN process. The first task in the process is to verify if
the vMR contains genome data, if so, the process ends and the ProcessComponent SCA
component returns the same VMR as the result. Otherwise, the task
“RequestGenomeDataServiceBean” sends a request to the WGS data service and
incorporates the missing information into the original vMR, which is returned as a result
from the ProcessComponent SCA component. The task to verify the above condition 1s

modelled using BPMN in figure 23.
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Does the vMR contains Genome Data?

StartProcess
P A Al
Verify if vMR contains Mo Request Genome Data
Genome Data
EndProcess

Yes

EndProcess

Figure 23: BPMN process that defines the evaluation logic of the vMR.

4.8. Clinical Decision Support Service

The CDS service is provided by the open source system OpenCDS, which is an
implementation of the DSS standard. Figure 24 shows how service clients (e.g., the ESB)

interact with the CDS service interface.

Figure 24: Interaction between CDS clients and the CDS provider.

An example of a SOAP CDS service request is shown in figure 25. The element on line
9 (kmEvaluationRequest) indicates the CDS knowledge module to use to evaluate the
request and the line 17 (base64EncodedPayload) contains the vMR document encoded in

Base64 format.
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1 [<env:Envelope xmins:env="http://www.w3.0rg/2003/05/s0ap-envelope”>
o | <env:Header/>
3 o <envBody>
4 '.\ «<ns2:evaluateAtSpecifiedTime xmins:ns2="http:/fmmw.omg.org/spec/CDS5/201105/dss">
5 <interactionld interactionld="Interactionld-1754138899" scopingEntityld="edu.utah.bmi" submissionTime="2012-11-14T17:49:32.567Z"/>
6 <specifiedTime=»2012-11-14T17:49:32.568Z </specifiedTime»
7 o <evaluationRequest clientLanguage="" clientTimeZoneOffset="">
8 <kmEvaluationRequest>
9 <kmld businessld="WGS_v1" scopingEntityld="org.opencds” version="latest"/>
10 </kmEvaluationRequest=
11 =} <dataRequirementitemData=
12 o <drild itemld="testPayload">
13 <containingEntityld businessld="123.456.7.8.2.1" scopingEntityld="edu.utah.bmi" version="1.0.0"/>»
14 </drild>
15 o <data>
16 <informationModelSSId businessld="VMR" scopingEntityld="org.opencds.vmr" version="1.0"/=
17 <base64EncodedPayload=
PD94b\WwadmVyc2ivbj0iMS4wliBIbmMZGluZz0iVVRGLTgilHNOY WS kY WevbmUInllcyl/PgOKPGEzMjpjZHMIbnB1dCB4bWxuczpuczl9IimSyZysve G
VuY2RzLnZtcis2MVBwLnNjaGVtY S5iZHNpbnB 1dCl+ DQoJPHRIBXBs YXRISWQge mIvdD0iMidxNi44NDAUMS4xMTM4ODMulMy4xODISLIEXLEUMS4
xli8+DQoJPHZtcklucHVOPgOKCQkBdG Ve GxhdGVIZCByb290PSIyLIE2L jgOMC4xLiExMzgdMydzL E4AMjkuMTEUMS4yLEiLz4NCgk)PHBhdGIIbnQ
+DQoJCQk3aWQgemIvdDOiMS4yLEuMTIWMDAIIGV4dGYuc2ivbjliMzMzMzMiLz4NC gkCTxkZW1vZ 3 he GhpY 3M+DQolCQkIPGIpcnRoVGIZSB
YW AZTOIMTRONTAYMTMiLz4NC gkl CQk8Z2VuZGVyIGMNZGUIIk 1 hbGUIIGRVZGYTeXNOZWOIIjluMTY uODGwLEUMTEZODgzL jUIlGMVZGVTeXN0Z
W10YW1IPSJITDCIGRpe3Bs YXIOYWAIPSINY W8+ DQoJCQkBL2RIBW Ine mFwaGljczd NCgkJCTxjbGluaWMNhbFHNOYXRIBWWudHM+DQolCQkJP
HByb2JsZW1zPgOKCQkJCQkBcHIVY mxlbT4NCgkJCQkJCT=OZWAwbGFOZUIKIHIvB3QjluMTYuODawLEuMTEZODgzL jMulzk11iBleHRIbnMpb24 91
ivPgOKCQkJCQkJPGIkIHIvb3QIIEuMidxLjEyMDAWIBleHRIbnN pb249ImVjaHIBc GF0aWVud COSMY wOTQECHIWY mxIbXMBY WHN0aXZIL TkyNjEwWOSI
vPgOKCQkJCQkIPGRhAGFTh3VYY2VUeXBIIGNZGUSIkNsaWWspY 2F sliBjb2RIU3IzdCVPSIyLIE2L jg0MCAxLExMzg4My4 2L jk21iBjb2RIU3IZdGVETm
FtZT0iU0SPTUVELUNUIIBkaXMwbGFSTmFZTOiliBuc minaWWshbFRIeHQIiIMPg0KCQk.CQkJPHBYb2)sZW1Db2RIGHVZGUMXNTA10DAWNSIgY29
KZWN5e3RIbTOIMidxNi44NDAUMSAxMTIM4 ODMuNi45NilgY 29kZVH5 3RIbUShBWUININOTO1FRC1DVCIgZGlze GxhelUshbWUIIkhiemWkaXRhenkgbm
GucGIseXBrc2lzIGHNvbGIulGNhbmNMIciAoZ Glzb3 kZXplif+DQoJCQkJCQkBcHIVY mxlbUVmMZmVjdGI2ZVR pbWUgbGI3PSIyMDEOMDIxMylgaGlnaD
OiMjAxNDAYMTMiLz4NCgk) CQkJPCIwemIibCVIPgOKCQkJCTwveHIVY mxdbXM+DQoJ CQkJPHBYB2NIZHVYZUV2ZWEley8+DQoJ CQkBL2NsaWap
Y 2FsU3RhdGVAZW5 0cz4NC gk PCOwWYXRpZWS 0P gOKCTunvdm 1y SWowdXQ+DQo8L25zMjpiZHNJbnB 1dDd=</baseb4EncodedPayload=
18 E <fdata=
19 <dataRequirementitemDataz=
20 <fevaluationRequest=
21 </ns2:evaluateAtSpecifiedTime=
22 - <lenv:Body=
23 <fenv:Envelope>

Figure 25: Example of a SOAP CDS message request.
4.8.1. CDS Service evaluation logic

OpenCDS uses the open source Drools rule engine to define the logic for evaluation of
CDS requests. The knowledge module used to evaluate the genome data consists of four
rules, which are shown in figure 26. This is a screenshot of the Drools Guvnor web

application that allows editing and managing rules based on the Drools engine.

—| 2 Business rule assets
Refresh list ‘ Open selected ‘ Open selected to single tab ‘ Archive selected ‘ i} r_.]
Format Valid Name Status Last modified Open

) v APC Draft 2014 Feb 13 22:21:55 Open
0 Vv MLH1 Draft 2014 Feb 13 22:22:51 Open
) v MUTYH Draft 2014 Feb 13 22:27:05 Open
;o & StandardCare Draft 2014 Feb 13 21:53:45 Open

4 4 140f4 » b

Figure 26: Knowledge based rules used to evaluate genome data.

Figure 27, shows the MUTYN rule expressed as Domain Specific Language (DSL) on

the Drools Guvnor interface. Basically, this rule recommends colonoscopy screening for
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male patients between 20 and 85 years old, looking for pathogenic mutation of the gene

MUTYH that has not received colonoscopy screening in the last 6 months.

8 Initialize.evalTime.fpld.evalpld - Note that all criteria below must be met for the rule to fire. 8 gedl4p
2. Age.Low - EvaluatedPerson age is greater than or equal to 20 years LI Ty
3. Age.High - EvaluatedPerson age is less than or equal to a5 years o FLH
4. Obs.Genome - EvaluatedPerson has gene Ty » With classification Pathogenic B o gi4
5 and not ( 4 B grdlgp
4
5. Proc.Time.Genome - EvaluatedPerson had Colonoscopy v in the past 6 month(s) * LI Ty
Z
7. ) B gedl4p
|
THEN W
Z Output.Root.Obs.Focus.CDValue.Assrt.Genome - Create root output Genome | 10%US Gapngme | coded Recommend colonoscopy B g
observation with ID value 3
(show
options...)

Figure 27: MUTYN rule.

4.9. EHR Interfacing Plugin

The core capabilities provided by CDS at the point of care is to improve clinical outcome
and efficiency. These capabilities are realized when CDS functionality is integrated into
the routine EHR clinical workflow [117] [118]. For this reason an EHR system was
integrated into the architecture in order to verify the functionality for a complete patient-
physician encounter (i.e. the time when the physician enters patient information and after
processing by the rules engine, the CDS functionality is manifested on the EHR screen).
The EHR system selected is the open source healthcare information platform Tolven,
which is certified by the Office of the National Coordinator (ONC). Tolven is a
meaningful certified EHR application. The meaningful use stage 2 core measures states
“Use clinical decision support to improve performance on high-priority health
conditions”.  Standards based CDS functionality in Tolven EHR necessitates the
incorporation of the DSS standard. To accomplish this goal, a DSS interface plugin was
developed for Tolven. The figure 28 shows an overview of this Tolven plugin and CDS

service.



86

>

Figure 28: Tolven platform and CDS Service plugin overview.

As is shown in figure 28, the Tolven platform was installed in an x64 computer running
a Linux CentOS version 5.8. The Infrastructure Serv ices provided by the Tolven

platform include:

a. Rule Engine,
b. Java EE implementation

c. Access to Patient data (e.g. lab results, observations and procedures).

Table 18: Hardware used to deploy Tolven EHR.

Hardware

Processor Intel® Core™ i3 CPU 4160 @ 3.60GHz x 4,
64-bit

Hard drive 250 GB

Memory 16 GB
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Table 19: Software used to deploy Tolven EHR.

Software

Operational System  CentOS Version 5.8, 64-bit
JVM Oracle JVM 1.6

EHR Tolven version 2.1:

e  PostgreSQL 9.0

e JBoss Application Server 6.0
e JBoss Rule engine

e  OpenDS

Tolven provides these Infrastructure Services by combining capabilities from other open
source applications such as PostgreSQL, OpenDS, JBoss Application server and Drools

rule engine.

The CDS Service interface is enabled by the “CDS Service Plugin”, which is represented
as an artifact. This artifact realises the Application Component “CDS Tolven Service”
which contains two main components “cds.drl” and “OperationBean”. The Application
Component “cds.drl” is a Drools file that contains rules that are triggered when the user
(e.g. physician) enters new information into the patient record. These rules create an
instance of the OperationBean, which along with other Java classes is responsible for
collecting patient information, creating a vMR with the collected information and for
sending the CDS Service request. The rules contained in the cds.drl file also specify to
display the results of the CDS Service request in the Alerts section of the patient overview
for the EHR interface. The figure 29 shows a screenshot of the Tolven user interface with

the CDS service response displayed in the Alerts section.

Overview  Assessmonts  Orders  Problems  Progress Notes  Allergies  Porsonal  Medications  Discharge Insvuctions  immunizations  LabResults  Resulis  Appoinments  Encounters  Diagnoses  More =

Setiings
Assessmenis Requesi  Document Medication List Review New ose: Mew
Discharge Instructions New Appointments Mew Allergies Mew
Immunizations New Alerts Procedures Request  Document
02/25/2014 Recommend colonoscopy
Problems Document Personal Events New
Reminders
02/25/2014  Fracture of distal end of tibia (disorder) ACTIVE
Encounters New
Progress Notes Document
Lab Results New
Besulty
Observations New
Orders New

Figure 29: Tolven patient summary user interface showing CDS capability in Alerts section.
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410. Performance Evaluation

The speed at which the CDS is delivered is an important factor for effective
implementation [177]. Therefore, a performance test of every service and the overall
architecture was conducted using the open source tool LoadUI (see table 20 for summary).
The WGS Data service handled 3,109 requests over a five minute period. This service
fastest request took 25 milliseconds (ms), and the slowest took 697 ms, with an average
of 40 ms (SD 47.44 ms). OpenCDS handled 3,015 requests over a five minute period.
This service fastest request took 7 ms, and the slowest took 914 ms, with an average of
12 ms (SD 17.04 ms). The ESB service, which includes service calls to the WGS data
service and OpenCDS and closely represents the overall performance was also evaluated.
Due to the hardware limitations of our machine, the test was limited to 20 simultaneous
users. The ESB service handled 650 requests over a five minute period. The fastest
request took 356 ms the slowest took 4,243 ms, with an average of 944 ms (SD 621.04).

It is important to note that the average response time is less than one second.

Table 20: WGS enabled CDS service Performance test results.

Component Simultaneous  Total Min Max Average Standard

Users requests  request request time request deviation

handled time (time (timein ms) time (time
in ms) in ms)
WGS 100 3109 25 697 40 47.77
Service
OpenCDS 100 3015 7 914 12 17.04
ESB 20 650 356 4243 944 621.04
4.11. Results

1. Architectural Approach: This architectural approach based on SOA allows
standards based CDS service enhanced by WGS information. This is an enriched
knowledgebase for CDS for diagnosing and treating genetic conditions and can
be reused and further extended for more complex conditions. The SCA composite
can be reused for implementing automated CDS for other complex genetic
conditions.

2. Early Diagnosis of colorectal cancer: This system is able to request genetic
information for adults at risk from the Lynch Syndrome condition. The CDS

capability provides recommendations for performing colonoscopy for patients at
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risk. If this testing is timely it will result in early diagnosis thus providing prompt
treatment options for patients and prevent long term health deterioration.

3. Population Health Management: This implementation provides functionality for
screening adults with pathogenic gene variants for Lynch Syndrome. For larger
populations, people with positive DNA screening with an age greater than 20 can
be separated out form a population of patients registered at a primary care facility
or hospital.

4. Standards based Solution: The integration solution implements standards for
SOA implementation like HL7 RLUS and HL7 DSS. These standards were
developed by the Health Services specification Project (HSSP). The HSSP
standards are specifically designed to ensure a SOA based interface for healthcare
data retrieval and data processing. Hence this study is an example of a SOA

approach for development in the healthcare industry.

4.12. Conclusions

WGS information can facilitate the implementation of personalized medicine and
therefore improve health care. However, there are several barriers that prevent the use of
WGS information in clinical settings. Some of these barriers include: 1) limited
knowledge of genetics among physicians, 2) complexity of genome information, 3) and
lack of experts in genetics in clinical environments. Delivering CDS services within the
clinical workflow at the point of care and at the time of decision making though the EHR
allows the integration of genetic information to improve health care service delivery. To
evaluate this approach, a SOA-based architecture was developed and tested that enables
CDS services based on WGS information. The results obtained from this case study
demonstrates that this approach is feasible and valid. However, large-scale validation

could be performed in the future in real clinical settings,
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Chapter 5

A Service Oriented Approach for
Guidelines-based Clinical Decision
Support using BPMN and Business

Rules
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5.1. Introduction

The purpose of this chapter is to answer the research question: Is it possible to implement
an SOA-based environment using CDS services built upon modelled clinical guidelines
combining the business process language BPMN and business rules? Healthcare
workflows have been modelled using different techniques and BPMN is a relatively new
technology in this field. The following sections describe the architecture and
implementation of a CDS service that besides meeting SOA requirements (e.g. loose
coupling, reusability and composability) it allows implementation of clinical guidelines
using the BPMN language and business rules. To demonstrate the functionality of the
proposed architecture two CDS services based on clinical guidelines defined by the
National Institute for Health and Care Excellence (NICE) [178] have been implemented:
1) preliminary diagnosis for Chronic Obstructive Pulmonary Disease (COPD), and 2)

preliminary diagnosis for Lung Cancer.

5.2.  Selection of NICE guidelines

NICE is the most important organization in the field of clinical guidelines development
in the United Kingdom. NICE is an independent organization funded by the government,
which provides guidance to the National Health Service (NHS). NICE is internationally
recognised for the rigorous process of guidelines development [179], that is based on the
best available evidence and also advice from experts, patients and industry. In order to
create guidelines, NICE relies on external centres such as the National Clinical Guideline
Centre (NCGC) [180], the National Collaborating Centre for Cancer (NCCC) [181], the
National Collaborating Centre for Women’s and Children’s Health (NCC-WCH) [182],
and the National Collaborating Centre for Mental Health (NCCMH) [183]. The NICE’s
guidelines are continually updated to keep pace with the continuous advances in medicine.
Each clinical guideline is reviewed every two years to decide whether an upgrade is
required [184]. Nevertheless, clinical guidelines can be updated more often as needed.
The use of NICE’s guidelines facilitates healthcare professionals in applying evidence
based medicine (EBM) for the benefit of patients. EBM is the “conscientious, explicit,
and judicious use of current best evidence in making decisions about the care of individual
patients” [185]. Despite of the benefit of clinical guidelines, their implementation in

practice is not always successful due to factors such as complexity of the guidelines [186].
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To accelerate the implementation of guidelines in practice is often necessary to adopt
various strategies such as combining guidelines with educational interventions,
implement audits and other actions of improvement [186]. An action that has been proven
effective is the delivery of recommendations at the point of care through the EHR
interface using CDS modules [36]. Often these CDS modules are tightly coupled with
the EHR, which prevent sharing CDS knowledge with other systems [36]. Furthermore,
these CDS modules are usually developed using specialized clinical guideline modelling
languages, which has proven to be slow and arduous [187]. In the following sections a
new approach for developing CDS modules is proposed. This approach facilitates
modelling of clinical guidelines using the business process language BPMN along with
business rules. Additionally, the proposed architecture is based on the SOA principles,

which enable sharing CDS knowledge with multiple systems.

5.3.  Development Methodology

The Agile Business Development Methodology (ABRD) [188] was adopted as strategy
to define the rules and business process model for both CDS services. The iterative
method consists of six steps (see figure 30) that ensure that the CDS knowledge is
encapsulated in the rules and the BPMN process can be easily updated to meet the
evolving nature of the clinical guidelines. Based on ABRD the following steps were

followed:

e Harvesting: Identify the rules as reusable CDS knowledge components for a
clinical guideline.

e Prototyping: Design a model to represent the rules as part of a clinical process and
validate the rules against the business logic they represent.

e Building: Build executable rules and deploy the rules in a runtime environment,
and expose them as Web services to be consumed by requesting applications.

e FEnhancing: Follow an iterative approach to modify existing rules and integrate

changes as they appear in a clinical scenario.
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5.4.

COPD is a general term used to describe a number of conditions including chronic
bronchitis, emphysema, chronic obstructive airways disease and chronic airflow
limitation. This chronic disorder prevails with age and is usually associated with smoking.
NICE provides evidence-based guidance on the most effective ways to prevent, diagnose
and treat a myriad of conditions including COPD. NICE clinical guidelines are accessible

in various formats including: narratives and summaries expressed as pathways. Figure

Figure 30: Agile Business Rules Development Methodology [188] .

COPD Clinical Guideline

31 shows the NICE pathway for the COPD overview.

TN YN YN Y O

NN N N N

Figure 31: Adapted from the NICE Pathway for COPD overview [189].




94

The NICE COPD clinical guideline is quite extensive so for purposes of demonstration
of the functionality of the proposed architecture only the task for preliminary diagnosis
was implemented. The next section describes how the process of preliminary diagnosis

was expressed combining rules and BPMN.

5.5. BPMN model for Preliminary Diagnosis of COPD

Identify the business process workflow and model the process visually were the first steps
taken to describe the preliminary diagnosis of COPD using the BPMN language. The
logic contained in each of the tasks defined in the business process model has been
extracted and presented as business rules. This separation allows rapid changes in the
logic of tasks such as age or assessment evaluation without modifying the business
process model. As shown in figure 32, the first task of the process is to verify patient age.
If the patient is older than 35 years, the process looks for symptoms of chronic cough,
winter bronchitis, wheeze, exertional breathlessness, and sputum production. Note that
the search for symptoms is carried out in parallel, as indicated for the parallel gateway
(diamond with a plus sign internal maker). The process will look for the value of
assessments, if the patient has any of these symptoms. One of the key requirements of
this guideline is smoking assessment of the patient, which is recorded in the EHR as a
preliminary step in evaluating the patient. This functionality is modelled and
implemented in the workflow and reflected in the BPMN Process. Finally, if it is
confirmed that the patient is a current smoker or former smoker, then the process will

return as a result the recommendation “consider a diagnosis of COPD”.
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Figure 32: BPMN model for preliminary COPD diagnosis.

The logic contained in each of the tasks of the process is expressed as business rules. This

allows the domain expert (i.e., physician or CDS expert) to make changes without having

to modify the BPMN process. For example, the logic for the age evaluation can be

modified by simply changing the value “35”, as shown in figure 33. Every rule returns a

Boolean value, which is then evaluated in the process model.

rule "CheckAge"
when

then

end

CDSInput{vmrInput.patient.demographics.age.value == 35)

globals.put({"Result", Boolean.TRUE);

Figure 33: Business rule for age evaluation.

It is worth noting that the rule condition (i.e., the when part or left side) is evaluating

patient information contained in a data model, which is based on the HL7 vMR standard.

This allows domain experts familiar with the XML vMR schema to define rules more

easily. Most of the XML editors allow viewing the structure of XML schemas visually.

Figure 34 is a screenshot of the XML editor Oxygen [190] that shows where in the vMR

schema, patient age information is located.
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Figure 34: Snippet of the vMR schema using the XML editor Oxygen.

The evaluation logic of the rest of rules uses the same terminology system adopted by the
EHR Tolven. For example to check if the patient presents “breathlessness” the business
rule searches for the code “2070570062”, which is the SNOMED-CT code used to
represent this this symptom in the EHR Tolven. The complete list of codes used in the

present implementation is described in table 21.

Table 21: Terminology codes used on the CDS service for preliminary diagnosis of COPD.

Description Terminology System Code
Former smoker UMLS 2007AA -3
Current every day smoker UMLS 2007AA -1
Breathlessness SNOMED-CT 207057006
Chronic cough SNOMED-CT 68154008
Abnormal sputum SNOMED-CT 274708000
Chronic obstructive  SNOMED-CT 185086009
bronchitis

Wheezing SNOMED-CT 56018004

The next section describes the CDS Service architecture and the components that provide

the resources to deploy the BPMN model.

5.6. COPD CDS Service Component Architecture

To build an SOA-based service that allows deployment of the BPMN models such as
described in the previous section, the architecture of the CDS system besides following
the SOA principles has to contain a BPM engine, a rule engine and an interface that could
enable other systems to consume the service. The proposed CDS service was built upon

the SCA standard which facilitates the implementation of SOA principles. The open
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source infrastructure JBoss SwitchYard has been used as an SOA environment for the
deployment of the SCA composite (figure 35). This infrastructure provides all the
required components such as SCA engine, BPM engine, rule engine and message

transformation.

switchyard-copd 'L‘l
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CamelServiceRoute
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2
COPD__Clinical Guideline Ch

EvaluationService
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Figure 35: SCA composite that provides CDS service for preliminary COPD diagnosis.

The CDS is exposed as a SOAP service (EvaluationService) which is based on the DSS
standard. The CamelServiceRoute component is responsible for transforming the XML
VMR contained in the SOAP request into a Java object. The COPD_Clinical_Guideline
component contains the BPMN model described in section 5.5 and is instantiated when a
new Java object is received from the CamelServiceRoute component. The other SCA
component wired to the COPD_Clinical_Guideline component contains the rules for each
of the tasks defined in the BPMN process. The results of the BPMN process is converted

to XML by the CamelServiceRoute component and returned as a CDS Service response.

The Tolven EHR plugin described in section 4.8 was used to demonstrate how the end
user would receive the CDS service. Figure 36 is a screenshot of the Tolven EHR user

interface showing the CDS as an alert.
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Figure 36: Tolven EHR user interface showing the CDS for COPD as an alert.

5.7.

Lung cancer is characterized by the uncontrolled proliferation of lung cells, some of the
symptoms include persistent cough, coughing up blood and shortness of breath. The
NICE’s clinical guideline CG121 [191] describes a sequence of actions that the physician

must perform in order to consider a diagnosis of lung cancer.

Lung Cancer Clinical Guideline

pathway for lung cancer overview defined by NICE [192].

Figure 37 shows the
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Figure 37: Adapted from the NICE Pathway for lung cancer overview [192].

5.8. BPMN model for Preliminary Diagnosis of Lung

Cancer

Following the same approach described on section 5.2, a BPMN model combined with
rules was defined in order to build a CDS service for the preliminary diagnosis of lung
cancer based on the NICE guideline CG121. The business rules were used to identify the
symptoms and the BPMN model describes the sequence of steps of the clinical pathway.
Figure 38 shows the BPMN representation of this guideline.
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Figure 38: BPMN model for diagnosis of lung cancer.

The first task of the process is to check whether the patient has Haemoptysis. This
verification is performed by a business rule which will return the Boolean value true if is

this symptom is detected in the vMR. As shown in figure 39, the business rule searches

for the value “66857006” that is the SNOMED-CT code for the haemoptysis disorder.

rule "CheckHaemoptysis"

end

System.out.println{“Problem identified : "
globals.put("Result", Boolean.TRUE);

+ $pname);

when

$cdsInput : CDSInput(vmrInput.patient.clinicalStatements.problems.(SproblemList : problem })

$problem : Problem{problemCode.code == "315058005", $pname : problemCode.displayName) from $problemlList
then

Figure 39: Business rule used to check Haemoptysis.

The complete list of codes that defined the symptoms is shown in table 22.

Table 22: Terminology codes used in the CDS service for preliminary diagnosis of lung cancer.

Description Terminology system Code
Haemoptysis SNOMED-CT 66857006
Cough SNOMED-CT 49727002
Chest pain SNOMED-CT 29857009
Shoulder pain SNOMED-CT 45326000
Shortness of breath SNOMED-CT 207057006
Weight loss SNOMED-CT 89362005
Hoarseness SNOMED-CT 50219008
Finger clubbing SNOMED-CT 30760008
Lymphadenopathy SNOMED-CT 30746006
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Similar to section 5.6, the CDS service is based on a SCA composite (see figure 40). The
BPMN process is contained in the SCA component
(NICE_Lung_Cancer_Clinical_Guideline) and the evaluation of symptoms is contained
in two SCA components: CheckHempoptysis and CheckUnexplainedSymptoms. The
message transformation is performed by the CamelServiceRoute SCA component and the

CDS service is exposed as CDS Web service (green arrow, Evaluation).

nice-lungcancer

03
: CheckHaemoptysis

G

Evaluation

o

3]
NICE Lung Cancer Clinical Guideline

% ‘CheckUnexplainedSymptoms
amelServiceRoute

Figure 40: SCA Composite for lung cancer guideline.

Figure 41 shows the EHR user interfaces displaying the CDS provided by this service

displayed as an alert.

IProblems Document Alents
0326/2014 CDS Sarvice: Urgent Chest X-Ray and Immediate Referral

03/26/2014 Widespread metastatic malignant neoplastic disease (disorder) ACTIVE 03262014 CDS Sarvics: Consider Diagnosis for Lung Cancer
032672014 Shoulder pain (finding) ACTIVE

03/26/2014 Hemoptysis (disorder) ACTIVE

032672014 Lymphadenopathy (disorder) ACTIVE

03/26/2014 Finger clubbing (disorder) ACTIVE

03/26/2014 Hoarse (inding) ACTIVE

Figure 41: Tolven EHR user interface showing the CDS for Lung Cancer as Alerts.
5.9.  Results and Performance Evaluation

One of the advantages of using Web services as a means for delivering CDS is the ability
to share CDS with multiple systems. Thus, to get an idea of how the services would

behave when multiple systems send requests simultaneously, a load test was conducted
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using the open source application LoadUI. The LoadUI test strategy used was the “usage
component”, which allows simulating a number of systems making use of the service at
the same time. Both CDS services were deployed individually in a computer with
processor Intel Core 17, memory 16GB and running Linux Ubuntu 12.04 LTS 64-bit. The
LoadUI tool was deployed in a separate computer with a processor Intel Duo core,

memory 4GB and running Windows 7 64-Bit.

5.9.1. COPD CDS service performance test results

The load test for the COPD CDS service was carried out during 5 minutes simulating 20,

30 and 40 users. An overview of the test results is shown in table 23.

Table 23: COPD CDS service LoadUI test summary.

Test scenario  Simultaneous  Total Min request Max request Average Standard

Users requests  time (time time (timein requesttime deviation
handled in ms) ms) (time in ms)

Test 1 20 604 200 1119 293 136.87

Test 2 40 1202 199 5354 467 473.33

Test 3 50 1541 198 4027 719 569.20

5.9.2. Lung Cancer CDS service performance test
results

The load test for the Lung Cancer CDS service was also carried out during 5 minutes

simulating 30, 50 and 60 users. The summary of the load test is shown in table 24.

Table 24: Lung Cancer CDS service LoadUI test summary.

Test scenario  Simultaneous  Total Min request Max request Average Standard
Users requests  time (time time (timein requesttime deviation
handled in ms) ms) (time in ms)
Test 1 30 881 164 1524 274 162.13
Test 2 50 1504 163 4328 567 480.79
Test 3 60 1779 162 7290 987 883.37

In both tests some service responses took much longer than the average, however no fault
was reported. It can be speculated that this behaviour is due to limitations in the hardware
resources of the host machine. Additionally, it is noticed that the service response of the

Lung Cancer CDS service is faster than the response of the CDS COPD service. This is
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because the process model is simpler and the business rules are contained in only two

SCA components instead of one SCA component for each rule.

5.10. Conclusion

This chapter describes the design and implementation of CDS services for two case
studies: 1) CDS service for the preliminary diagnosis of COPD, and 2) CDS service for
preliminary diagnosis of Lung Cancer. Both services were developed based on clinical
guidelines established by NICE. The clinical guidelines were modelled combining
BPMN language and business rules. SCA technology was used to connect the various
components and to expose the clinical guideline as Web service. This demonstrates the
successful implementation of a service-oriented approach for guidelines-based clinical
decision support combining the business process language BPMN and business rules.
Both CDS implementations are based on relatively simple clinical guidelines. However,
as the SCA standard fully supports the reusability aspect, these CDS services can easily
be used by more complex SCA composites. Note that these CDS implementations are
using the same terminology codes used by the EHR client (e.g., Tolven). This can limit
the interoperability with other EHRs that would use different terminology systems.
However, because of the flexibility provided by the SCA standard, it is possible to build
a SCA composite that provides terminology mapping services to other components, so

that the logic of the CDS service is not tied to a specific terminology system.

The development process of CDS services using the proposed approach can be
summarized in the following steps: 1) Identify business process workflow — clinical
pathway; 2) Model process visually — build the BPMN model; 3) Develop runtime
components — develop tasks defined in the workflow as SCA components; 4) Deploy
runtime engine — deploy the SCA composite into the runtime environment; 5) Instantiate
runtime instance — execute request and response process between SCA composite and
EHR. The separation of the logic of the tasks from the process model provides a
significant level of flexibility that facilitates making rapid changes without having to
modify the process model. Using this approach can considerably simplify the
development of CDS services. Additionally, CDS module developers can benefit from
the continuous advances of these technologies as they are widely used in other industries

such as finance and banking.
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The architecture of the CDS service uses the HL7 vMR standard as the central data model
and exposes its functionality as a standard HL7 DSS service. This significantly facilitates
the integration with other healthcare systems. This was shown through the Tolven plugin,
which displays the CDS recommendations to the end user (e.g., physician) in the form of
alerts in the EHR user interface. Showing the CDS recommendations directly in the EHR
user interface ensures that EBM is incorporated into the clinical workflow and prevents
physicians interrupting their work in order to locate, read and process clinical guidelines.
An important aspect of the approach shown in this chapter is the adoption of the
systematic method ABRD for transforming clinical guidelines into business process and
business rules. This ensures that the CDS knowledge contained in the rules and the

process model can easily be updated to keep pace with changes in the clinical guidelines.
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Chapter 6

Human Task Management
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6.1. Introduction

This chapter evaluates the architecture approach developed and tested in Chapter 4 and 5
for Organizational processes. The previous chapters have tested this approach for Clinical
Practices for Diagnosis and WGS. This chapter further extends the capabilities of this
architecture  solution. Healthcare processes require the synchronization of
multidisciplinary resources and services in order to deliver effective clinical outcomes
[193]. BPM technology can be used to coordinate communication between different
actors, (e.g., computer and human) and automate different tasks. This can result in better
patient care and ensure evidence based medical practice [194]. The Emergency
Department (ED) is one significant example of human interaction workflows [195].
Humans are actively involved and continually interact with information systems in an ED.
One of the serious problems encountered in an emergency department is Patient
Overcrowding. To address this issue, it is necessary to maintain a rapid patient flow by
accurately coordinating resources that are responsible for treating patients. This chapter
describes a human task management architecture component that allows the coordination
of tasks specified in workflows such as an ED. This component is based on BPM
technology and has been incorporated into the architecture that has been described in
chapters four and five, thus enabling additional functionality from an organizational point
of view. The features of the human task management component are demonstrated by
implementation of the UK NICE guideline for managing Acutely ill Patients in the ED in

the following sections.

6.2.  Support for Organizational Processes

In order to understand the potential benefits that healthcare organisations can derive from
adoption of a SOA architecture, including human task management, it is important first,
to distinguish between organizational process and medical processes [196].
Organizational processes establish the management and coordination among different
departments as well as communication between different healthcare professionals across
these departments or divisions. Examples of such processes include laboratory orders
and operational management in a hospital. Electronic healthcare information exchange
standards play an important role in organizational processes. On the other hand, clinical
processes are related to diagnostic and treatment plans for a specific patient. These

processes are driven by several factors such as ever-evolving medical knowledge,
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experience of the physician, clinical situations, clinical guidelines and pathways, to name
a few. Owing to the complex nature of these processes, it is sometimes very difficult to
automate them [195]. Studies have shown that providing medical knowledge
intelligently filtered and delivered at the place and time of decision-making, through
information systems such as EHR can improve clinical outcomes [36]. The architectural
model described in chapters four and five focuses primarily on supporting clinical
processes. However, there is a need for an architecture that can support processes that
require human intervention to be completed (e.g., organizational processes). In order to
support organizational processes the architecture has been extended by a adding a human

task management component, which is described in the following sections.

6.3. Architecture Overview

In order to enable human interactions in the architecture described in chapter four and
five, a human task management component is introduced. This component is based on
the open source jBPM [197] that provides a comprehensive platform for business process
management and it is based on the standards WS-HumanTask and BPMN. Following the
SOA approach, this component has been deployed as an independent system, which can
interact with the other architecture components (e.g., EHR and CDS service) via the ESB.

The architecture can be divided into different layers, which are presented in the figure 42.

1. The layer at the lowest level is the Clinical Applications layer. It is composed of
Clinical Information systems such as EHR, CDSS and LIS. These applications
usually maintain their own database.

2. After the Clinical Application layer is the Enterprise Application Integration layer.
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